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1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KOMl'leTel-[[[I/lfl Couepmaﬂﬂe KOMIICTCHIITUN I/IH}II/IKaTOp Coz[epma}me HHAUKATOpAa
CnocobeH pa3pabaTbiBaTh “ Bbi6
MOACPHU3NPOBATL NPOrPaMMHOE M bl MpgeT CpeACTBa  aBTOMaTM3auuu
OnK-5 annapaTHoe obecnevyenue | OMK-5.1 Pa3panoTki " MOAEpHU3aLNN
MHBOPMALMOHHbIX " ngorpaMMHoro u annapaTHoro
aBTOMaTU3UPOBAHHbIX CUCTEM obecnedenns
CnocobeH pa3pabaTbiBaTbh
KOMMOHEHTbI nporpamMMHo-
annapaTHbix KOMNNeKCoB Pa3zpabaTbiBaet KOMMOHEHTbI
ONnK-6 06paboTkM MH(OpMALMH " ONK-6.1 nporpamMMHO-anmnapaTHbIX KOMMIeKCoB
aBTOMaTM3UPOBAHHOTO 00paboTku MHpopMaL M
NpoeKTUPOBaHUS
2. MecTto AUCHUILIIMHBI B CTPYKTYpPE Oﬁpa30BaTe.JIbH0ﬁ nporpaMmabI
JvcumnnuHb (npaKTVIKM) , | APXUTeKTypa napannesnbHbIX BblUUCIIUTENbHbIX CUCTEM
npeawecTteyuue N3YyUYeHU
ANCLUUNTIUHDI, pe3ynbTaThl
0CBO€HUA KOTOPbIX Heo6xoAnMbl
ans 0CBOEHMA JAaHHON
ANCLUUNTIUHDI .
AvucumnnuHel  (NpakTuku) ,  Ans | lpeaaunnoMHas npakTuka
KOTOpPbIX pe3ynbTaTbl 0CBOEHUA
JaHHOWN ANCUUNTIUHDI ﬁyAyT
Heob6xoAnMbl, KakK BXOAHbIe
3HaHuA, yYMeHus BlajAeHUA

Ana UX U3yvyeHus.

3. O0beM UCHUIUIMHBI B 3a4YeTHBIX €IUHUIAX C YKA3aHHEM KOJHYeCTBA
aKaJeMHYeCKHX YaCOB, BbIJICJECHHbIX HA KOHTAKTHYI0 padoTy o0y4arouerocs ¢
npenojaasaresemM (Mo BUIaM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbHYI0 padoTy
o0y4yarierocst

06wu obbem AucuunnuHbLl B 3.e. /vyac: 4 / 144
dopMa NpoMexXyTOYHON aTTecTauuu: IK3aMeH

Bunpl 3ansTHil, NX TPYA0€eMKOCTH (dac.) O0beM KOHTAKTHOM
®opma padoThI
0byueHus Jlexuun JladoparTopusbie | IlpakTuyeckue CamocrosiTeJbHAs 00yyarouierocsi ¢
padoThI 3aHATHS pabora npernoaaBaTeaeM
(uac)
OYHas 16 32 0 96 57

4. CoaepkaHue IMCHUILVIMHBI, CTPYKTYPHUPOBAaHHOEe IO TeMaM (pa3gejam) ¢
YKa3aHHeM OTBEeJIE€HHOr0 HA HMX KOJHYeCTBA aKaJeMH4YeCKHMX 4acOB M BH/I0B

Y4eOHBbIX 3aHATHH

dopma 06yueHUa: ouHan

Cemecmp: 2




JlekunonHnple 3ansaTus (164.)
1. OOecneyenne 0e30MACHOCTH MeKceTeBOro B3ammoneiictBus. Pa3spaGorka mu
MOJACPHU3AIUA MIPOrPaAaMMHOIO U annmapaTHoro odecrneuyeHus I/IH(l)OpMaIII/IOHHbIX 4|
ABTOMATH3MPOBAHHBIX CHCTEM B 00J1aCTH oOecniedeHus1 X 0e30MacHOCTH. {0ecena}
(64.)[5,6] Tema 1. MexceteBoe B3aumogeincteme. OCHOBbI CeTEBOr0 U
MexceTeBoro B3aumogencTBus. Knaccudukauums ceteBbiXx aTak. WNHHopmaunmoHHas
6e3onacHoctb. Tema 2. [llonutuka GesonacHocTu. WabnoHbl  MONAUTUKK
6e3onacHocTu. CeTeBasA nonuTuka 6e3onacHOCTW. 3JwenoHupoBaHHas o60poHa.
Tema 3. OnpeaeneHue WHHOPMALMOHHLIX pecypcoB, nojnexawux 3auuTe.
CpeacTBa aBTOMaTM3auuMu pa3paboTkm u  MOAepHU3aUMU NPOrpaMMHOro U
annapaTtHoro obecneuveHus
2. MexceTeBble 3KpaHbl. {0ecena} (44.)[5,6] Tema 1. Knaccudpukaums mexceTeBbiX
3kpaHoB. [lakeTHbie @unbTpbl. [lpumep Habopa npaBun nakeTHoro ¢unbTpa.
MakeTHblin ¢uNbTPp C yueToM KOHTeKcTa (Stateful Packet Inspection).
MexceTeBble 3KpaHb host-based. [lpokcu-cepsep npuknagHoro ypoBHS. Tema
2. PasnuuyHble THUMbl OKPYKEHUN MexXceTeBbiX 3SKpaHoB. OCHOBHble MPUHLMMLI
MOCTPOEHUS OKpYyKeHMA MexceTeBoro 3KpaHa. KoHpurypaumsa ¢ oaHon DMZ-
cetblo. KoHndurypaumsa Service Leg. KoHndurypauma c ayma DMZ-cetsmum.
3. BuprtyaabHble yacTHble ceTH. {0ecena} (44.)[5,6,7] Tema 1. BupTyanusauus.
MnepBusopbl (Microsoft Hyper-V, VMware ESX, VirtualBOX). TexHonoruu
pacnpeaenéHHbix BbluucneHun. O06nauyHbie BbluMcneHus. KnacTepbl. JMarHocTuka
ceten (NporpamMHbie, amnnapaTHble U MPOrpaMMHO-amnmnapaTHble KOMMAeKCh Ans
TeCTUPOBAHMSA M COMpoBOXAEeHUA ceTeil). Tema 2. BupTyanbHble 4YacCTHble CeTH
(VPN) . TyHHenupoBanue. [lpotokonsl VPN kaHanbHoro ypoBHsi. [lpotokon PPTP.
lpotokon L2TP. [potokon IPSec. Accouuauuma obecneueHuss 6e30macHoOCTH.
Tema 3. [lpotokon o6mMeHa uWHTepHeT-Knwuamu. [lpoToKkon ayTeHTU(MKaLUK
3aronoeka. [lpotokon 6e3onmacHOM MHKanNCynsAuuuM COAEPKUMOro nakeTta.
CoBMecTHoe ucnonb3oBaHue npoTokonoB ESP u AH. OcHoOBHble TWMbl 3awWMIWEHHbIX
ceszen. [lpotokonsi VPN TpaHcnopTHoro ypoBHA. [lpotokon SSL. [lpoTokon
SOCKS.
4. Cucremsbl o0Hapy:xeHusi Brop:kenuii (Intrusion Detection Systems). {0ecema}
(24.)[5,6,7] Tunbl IDS. ApxutekTtypa IDS. Cnocobbl ynpaBnenwus. WHhopMmaunOHHble
MCTOUHUKKU. AHanu3, BbinonHAembin IDS. Bo3MoxHbie oTBeTHble AencTBus IDS.
Cuctembl Honey Pot u Padded Cell. Bwibop IDS. OnpeseneHue okpyxeHus IDS.
lenn wn 3agaaum ucnonb3oBanusa IDS. CywecTBywwas nonutuka 6e30MacCHOCTH.
PasepTbiBaHue IDS. CunbHble CTOPOHb M OrpaHuuyeHHocTb IDS.

JlaGopaTopHbie padoTsbl (324.)
1. 3ammra cetm u cokpbiTHe ee TomoJsioruu. FireWall & Proxy-cepsuc.
Pa3paboTrka KOMIIOHEHT NPOrPaAaMMHO-ANNAPATHBIX KOMILJIEKCOB 00padoTKHU
uHpopmanuu. {padbora B Maabix rpynmax} (44.)[1,2,3,4,12] 06ecneuutb 3auuTty
NOKaNbHON CeTU CO CTOPOHbl ceTu obuwero AocTyna nyTeM YCTAHOBKW U
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HaCTPOVKK MexceTeBOro >3KpaHa Iptables u proxy-cepsepa squid. 3aaaum
nabopatopHon paboTbl: -3aKpenneHue, yrnybneHune u pacumpeHue 3HaHUW B

npouecce BbINOJIHEHUA KOHKpPeTHbIX NPaKTUYeCKux 3ajaud, -pa3BuTtune
ﬂpO(pECCMOHaHbeIX HaBblKOB, npakTuyeckoe oBJjlajgeHune MeToAaMu
dKCNepuMeHTalbHbIX uccnepoBaHui B obnactu AAMUHUCTPUPOBAHUA

KOMMbITEpHbIX ceTen; -06paboTKM M npeACTaBneHUs pe3ynbTaToOB MPOBEAEHHbIX
uccneAoBaHnii U HOPMUPOBAHUA BLIBOAOB; -npuobpeTeHUe yMeHUA U HABHLIKOB B
HaCTpolKe NpOKCU cepsepa; -npuobpeTeHMe yMeHUN WU HABLIKOB B HaCTpoOMKe
MeXceTeBOoro skpaHa - (aspsona Iptables.

2. Hacrpoiika cucreMbl 00HApy:KeHHsl CeTeBbIX aTak Snort {padGora B MaJjbIX
rpynnax} (44.)[2,3,5,7] W3yuyeHue M mnpakTUYeCKoe MPUMEHEHUe CUCTEeMsl
obHapyxeHus ceTeBbix aTakKk Snort. 3asaHue K  BbiMOAHEHUI0  PaboThHi:
YcTaHoBUTb Ha cepBep HeobxoAuMyKw OCHACTKy; B cooTBeTCcTBME C BapUaHTOM
HacTpouTb Ha cepsepe npasuna; I[lposeputb paboToCcnoCcob6HOCTL CO3AaHHOIO
cepsepa.

3. Opranmsanusa VPN cpeacrBamu C3U Vipnet. {padora B MaJabIX rpynmnax}
(44.)[2,3,5,7] U3yueHne npuHUMNOB MOCTPOEHUS BUPTYaNbHbIX YaCTHbIX CeTel
cpeactBamm C3U Vipnet. YkasaHua pna BbiNONHeHUs paboThl: -yCTaHOBUTb Ha
cepeep HeobxoAMMYI OCHACTKy; -B COOTBeTCTBUM C BapuMaHTOM paboThl
HacTpouTb Ha cepBepe Tpebyembie npaBuna; mnpoBepuTb paboTOCNOCOGHOCTD
CO3/laHHOr0 cepBepa.

4. 3ammrta cetu cpeacramu DLP {pabdora B maasbix rpymnmax} (44.)[2,3,5,7]
Yka3zaHus Ana BbinOfHeHMA paboTbl: -yCTaHOBMTb Ha cepBep Heobxoaumyw
OCHACTKy; -B COOTBeTCTBMM C BapuaHToM paboTbl HACTPOUTb Ha cCepBepe
Tpebyembie npasuna; -npoBepuTb paboTocnocobHOCTL CO3JaHHOrO cepsepa.

5. Ckanep yszBumocteir OpenVas 8.0 {pabdora B maubix rpynnax} (44.)[2,3,4,7]
puobpeTeHne HaBbIKOB CKaHMPOBAHUA KOMMblTEpa C LUenbll MOMCKA U
yCTpaHeHUa YysA3BUMOCTeW. YKasaHus Ana BbinonHeHus nabopatopHoi paboThi:
1) YctaHoButb OpenVas Ha komnbloTep; 2) Co3paTb HOBYW MOAMTUKY U 3ajauy
CKaHMpOBaHMA B  COOTBeTCTBMM C BapuaHtoM pabotei; 3) [lpoBecTu
CKaHMpoBaHMe OAHOr0 WM  HEeCKONbKMX KoMmnbioTepoB; 4) [lpocMoTpeTh
pe3ynbTaThl CKaHMpoBaHusa; 5) [lpoaHanu3upoBaTb NOMyuYeHHble pe3ynbTaThl.

6. TecrupoBanue 0€30ImACHOCTH NAPOJIEl CHCTEMHBIX CJIYyXK0 M NPHJIOKEHHH
NnmyTeM JIMYJsIUM aTak. {padora B mMajbix rpynnax} (44.)[2,3,4,7] llpnobpeTeHune
HaBbLIKOB NpoBepkun 6Ge30nMacHOCTU naponeli CUCTEMHbIX CNyX6 W NPUNOXEHWA Ha
npeaMeT MNOABEPKEHHOCTU B3MOMY. YKa3aHua ANA BbinonHeHUsa nabopaTopHoOM
pa6oTbi: 1) Ha komnbwTepe noA ynpaBneHWeMm onepaumoHHon cuctembl Windows
XP/7 co3paTb 3 yuyeTHble 3anuCcu, ANA  aAMMHMUCTpPATOpa U  OAHOrO
nonb3oBaTens YCTAHOBUTb MNaponu, BXOA ANS BTOPOro nomnb3oBaTens caenaTb
6e3 mapons, TaK Xe Ha >TOM KOMNbHTepe HYXHO pa3BepHyTb FTP-cepBep
Cco3AaTb JABYX KnueHTOB: root u o6byHoro nonb3oBaTtens; 2) C nomouwbio
nporpammsl Hydra ¢ komnbiTepa noj ynpasnenumem Kali Linux npoussecTu
TeCcTol No nepexsaTy naponei no SMB u FTP npoTokony C noMmowblo CO3AaHHOrO
MU CKayeHHOro cnosaps naponei; 3) YcCTaHOBUTb Ha yueTHble 3anucu Gonee
CNOXHble Maponu W MOBTOPUTb NYHKT 2, 3aTeM YCTAaHOBUTb OrpaHMYeHUs Ha
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KONMUeCTBO MOMbITOK BBOAA nNaponsi npu ayTeHTudukaumm O0C M nNOBTOPUTH
NyHKT 2.

7. Tecrbl Ha nponuxkHoBeHus CYBJ[ MySQL {paGora B Mmaabix rpynmax;}
(44.)[3,4,7] NpuobpeTteHne HaebikoB npoBepku 6Ge3onacHoctu CYBJL MysSQL Ha
npeaMeT MNOABEPKEHHOCTU B3MOMY. YKa3aHua K BbinonHeHuiw nabopaTopHoM
paboTbi: 1) YcTtaHoBuTb M HacTpoutb MySQL Server 5.1; 2) Co3zpatb 6asy
AaHHbIX C 2 ABYMA Tabnuuamu, HANOMHUTbL WX MHPOpMauMen, a TaK Xe CO3AaTb
AOMONHUTENbHOro nonb3oBaTensa admin 6e3 napons, uto6bl OH MoOr
noaknioyatbCca Tonbko u3 localhost; 3) C nomowbiw yTunut Metaslpoit
Framework u HexorBase nonyuuTb goctyn K MySQL cepsepy; 4) [loaknounTbcs
K cepBepy C HeCKOnbKux nonb3oBatenei; 5) [loka3aTb npumep pabotb C
6a3o/ paHHbiX  (ypaneHue  3anucen, Tabnuuy, po6GaBneHue U yjaneHue
nonb3oBaTenen, coxpaHeHune 6a3bl Ha KomnbwTep); 6) YCNOXHMTL Naponb ANS
aAMUHUCTpPATOPa M NOBTOPUTbL MYHKTH 3-5.

8. OoOecneyenne 3ammthl OoT DoS-arak {padora B mauabix rpynnax} (44.)[3,4,7]
lpnobpeteHne HaBbikoB ob6ecneyeHUs 3awumThl OT aTaK TUNA OTKa3 - B -
obcnyxuBaHmn Ha npumepe Beb-cepBepa apache2. YkaszaHua Ansa BbIMONHEHUSA
nabopatopHon pabotbi: 1) Ha KomnblTepe noA ynpaBneHMEM oOnepaLUOHHON
cuctemsl Windows Server 2016 HacTpoMTb TepMUHanNbHLIK AOCTYN W NPOBEPUTH
ero paboTocnoCo6HOCTb C KOMNbITEPOB-KMWEHTOB MoA ynpasneHuneMm Windows u
Ubuntu; 2) C nomowbi nporpammbl Torshammer, ycCTaHOBNEHHO/W Ha KOMMNblTepe
noa ynpasnenmem Kali Linux 2.0 npoussectn >smynsauuw DoS-aTtaku Ha
Windows Server 2003 Ao oTKa3a-B-06CnykxuBaHMM cCepBepa TepMUHANbHOTO
aoctyna; 3) Ha komnbTepe noa ynpasnedHuem Ubuntu ycTaHOBUTL #
HacTpouTb Beb6-cepBep apache2; 4) I[lpoBectn TecThl DoS-atak Tuma SYN
HTTP ¢nyan nporpammamun Torshammer, PyLoris, Slowhttptest, ycTaHoBneHHbie
Ha KomnbiTepe nop ynpasnewuneMm Kali Linux 2.0; 5) O06HapyxuTb AaHHble
aTaku, peanu3oBaTb Mepbl MO 3awuThl OT OGyAywux noAoGHbIX aTaKk M NPOBEPUTH
paboTOCNOCOGHOCTb peanu3oBaHHbIX Mep.

CamocrosiTesibHast padora (964.)
1. IMoaroroBka Kk JeKUMAM. {C 3JJeMEHTAMH JJEKTPOHHOr0 OOy4YeHHS] H
AMCTAHIIMOHHBIX 00pa3oBaTe/IbHbIX TeXHOJO0ruii} (164.)[5,6,7,9]
2. IloaroroBka K 3ammure Ja0OPATOPHBIX PadoT {MCNOJb30BAHHE 00IECTBEHHBIX
pecypcoB} (444.)[1,2,3,4,10,11,12,13,14,15,16]
3. IloaroroBka K NPOMEXKYTOYHOH arrecTanuu (IK3aMeH). {MCIOJIb30BaHUE
o01ecTBeHHBIX pecypcoB} (364.)[5,6,7,8,9]

5. IlepeyeHb Y4eOHO-METOAUYECKOTO OO0ecHeYeHUs] CAMOCTOSITeJbHON PadoThI
00y4aImmuxcs Mo JTUCHUIJIMHE

Ana kaxaoro Oﬁy‘-IaIOLI.IEFOCﬂ obecneveH MHAMBM.L'I,yaHbeIVI HeorpaHM‘-IEHHbIVI



AOCTYN K  2NeKTPOHHO-6ubnuoTeuHbeiM cuctemam: JlaHb, YHuBepcuTeTCKas
6ubnuoteka OH-MaH, 3neKTpoHHon 6ubnuoteke AnTITY M K >neKTpPOHHOW
uHhopMaLUOHHO-06pa3oBaTeNnbHOV Cpeje:

1. UYyryHoB I.A., MeToAuMueckue yKa3aHuUA NO BbIMOMHEHUID NabopaTopHbIX

pabotr no AaucuunnuHe «CeTU M TeneKoMMyHuKauuum». - bapHayn: W3a-BO
AnTtlTY, 2012. - 17c.; WcTouHMK: dnekTpoHHas 6ubnuoteka obpa3oBaTenbHbIX
pecypcos AnTlTY. Pex.pocTyna

http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf
2. llapnaes E.B. BbluncnutenbHbie ceTu. YuebHO-meToauueckoe nocobue/

E.B. WllapnaeB; AnT. roc. TexH. YH - T um. W.W. MNon3yHoBa, - bapHayn:
2015. - 86 c.;lcTtouHuk: snekTpoHHasa O6Gubnuoteka obpa3oBaTenbHbIX
pecypcoB AnTlTY. Pex. AocTyna

http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e03fecld87.pdf

3. llapnaes E.B. AamuHucTpupoBaHue rnobanbHbiX  BbIYUCIUTENbHbIX
ceteii: YuebGHO-MeTOaMuecKoe nocobue.- bapHayn, AntlTY, 2010. -122c.
UcTouHuk: >nekTpoHHas O6ubnuoteka obpa3oBaTenbHbix pecypcoB AnTlTY.
Pexum AocTyna
http://new.elib.altstu.ru/eum/download/vsib/sharlaev_gvs.pdf
(MeToanMueckue ykKasaHua K BbinonHeHuw nabopaTopHbix paboT)

4. Pvibun B.B., llapnaeB E.B. be3omacHOCTb BbUUCAUTENbHLIX CeTen.
NlabopaTopHbin nNpakTUKyM: yuyebHO-MeToaMueckoe nocobue; ANT. rocC. TexH.
yH-T um. W.WN. TNon3yHoBa, - bapHayn: 2017. - 71 c.; [lpsamas ccbnka:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlaev_BezopVSLP ump.p
df

6. IlepeyeHb y4eOHOM JIUTEPATYPbI
6.1. OcHoBHasA nuTepaTypa

5. 3eH3uH, A.C. WHPopMauMOHHble ¥ TeneKOMMyHUKaUWOHHbe CeTu:
yuebHoe nocobue / A.C. 3eH3uH; MuHucCTepcTBO o06pa3oBaHMA M HayKu
Poccuiickon  Oepepaumn,  HoBOCMOGMPCKUM  rOCYyAapCTBEHHbIN  TeXHUYECKMWiA
yHusepcutet. - Hosocubupck: HITY, 2011. - 80 c.: Tabm., cxem. - ISBN

978-5-7782-1601-3; To Xe [ IneKTpOoHHbIN pecypcl]. - URL:
http://biblioclub.ru/index.php?page=book&id=228912 (15.05.2019).

6. CeTu M TenekommyHukauum : yuyebHoe nocobue pana 6GakanaspoB /
coctasutenun . B. BuHokypoB. — MockBa : A M Ap Meama, 2022. - 105
c. - ISBN 978-5-4497-1418-3. - TekcT : 3neKkTpoHHbin // Ludposon
obpa3oBaTenbHbIi pecypc IPR SMART : [canT]. - URL:

https://www.iprbookshop.ru/115699.html (pata o6pawenus: 15.02.2022). -
Pexum poctyna: ans aBTOpM3Up. Nonb3oBaTenei

7. TexHonmoruu 3awuTbl MHPOPMAUMM B KOMMbIOTEPHbIX ceTAX : yuebHoe
nocobue / H. A. PyaenkoB, A. B. [lponetapckuin, E. B. CmupHoBa, A. M.
CypoBoB. — 3-e u3a. — MockBa : WHTepHeT-YHuBepcuTeT WNH(POPMALMOHHBIX



TexHonornin (MHTYUT), Ain Mn Ap Meana, 2021. - 368 c. — ISBN 978-5-4497-

0931-8. - Tekct : >nekTpoHHbii // ludpoBon obpasoBatenbHbii pecypc IPR
SMART : [caut]. - URL: https://www.iprbookshop.ru/102069.html (aaTa
obpaweHus: 15.02.2022). - Pexum poctyna: Ans aBTOPU3UP. Nonb3oBaTenel

6.2. JlononHuTenbHaa nutepaTtypa

8. MpockypskoB, A.B. KomnbioTepHbie CeTU: OCHOBb MOCTPOEHUSA
KOMNbOTEPHbIX ceTeld U TenekomMMmyHukauuin : [16+] / A.B. [lpockypsikoB. -
PoctoB-Ha-JloHy ; TaraHpor : I0kHbii (eaepanbHbii yHuBepcutet, 2018. - 202
C. : un. - Pexum jocTtyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=561238 (aata obpaweHus:
23.04.2021). - bubnuorp.: c. 195-196. - ISBN 978-5-9275-2792-2. -
TeKCT : 3NEeKTPOHHbIN.

9. TypuukoBa, A.C. CoctaB u ¢yHkumn ceteBoro obopyaosaHua KKC/
A.C. TlypuukoBa. -MockBa: IJlabopatopus kHuru, 2012. -134 c.: Tabn.,
cxem. - ISBN 978-5-504-00259-0; To xe [dnekTpoHHbii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=142472

7. Ilepeyenbp pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHHUKALIMOHHON  CeTH
«/HTEepHET», HEOOXOAMMBIX /I OCBOCHUS TUCHMUILIMHBI

10. WHTepHeT-caWT oOTKpbITOro nporpaMmmHoro obecneueHus  OpenNET
(http://opennet.ru/)

11. WHTepHeT-canT KomnaHum Cisco-Poccus (http://www.cisco.ru/)

12. OnepauuoHHas cuctema Linux Ubuntu (http://www.ubuntu.com)

13. [lporpamMmHbii  NpOAYKT BUpPTyanu3auuun AN ONepauMoOHHbIX CUCTEM
http://www.virtualbox.org)

14. CeteBoii ckaHep Nmap (http://nmap.org)

15. AHanu3atop ceteBoro Tpaguka Wireshark (http://www.wireshark.org)

16. paduueckun cumynatop cetu GNS3 (http://www.gns3.net)

8. (I)OHI[ OLHCHOYHBbIX MAaTEpHUAJIOB [JId MNMPOBCACHUSA TEKYIIECIro KOHTPOJISA
yCneBaeMoCTH U HpOMeH(yTOqHOﬁ arTrecranmm

CoaepxaHne MnpPOMEXyTOYHOM aTTeCTauMu pacKpbiBaeTCA B KOMNAeKTe
KOHTPONUPYOWUX MaTepuanoB, npeAHa3HAYEHHbIX AN MNPOBEPKU COOTBETCTBUSA
YPOBHA MOArOoTOBKM No AucuunnuHe TtpeboBaHuam OI0C, KoTopble XpPaHATCA Ha
Kafpeape-pa3pabotunke PMA B neyatHoMm Buae u B INOC.

9. Ilepeyenr  MHGOPMALMOHHBIX  TEXHOJOIMH,  HCHOJb3yeMbIX  IPH
OCyLIECTBJICHMH 00pa30BaTeJbHOI0 Ipouecca Mo AMCUMILUIMHE, BKJIIOYas
nepeyeHb MNPOrPAMMHOIO olecnedyeHUsT M HMHEMOPMALMOHHBIX CIPABOYHBIX
CHCTEM

Ana ycnewHoro 0CBOEHWUS AUCLMUMAMHBI UCNONb3YNTCA pecypchl 3MEKTPOHHON MH(OPMALMOHHO-
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OﬁpaBOBaTEHbHOﬁ cpeabl, 06pa3OBaTeanb|e UHTEpPHeT-nopTanbl, rnobanbHas KOMNblTEpPHas
ceTb WHTepHeT. B npouecce n3yyeHus ANCUUNIUHDI npouncxoaunT UHTEepPaKTUBHOE
B3auMoAeincTBue Oﬁy‘-laIOI.I.IEFOCﬂ C npenojaBaTtenem yepes NUYHbIA KabuHeT CTyAeHTa.

Nenn Hcnoab3yeMoe nporpaMmmHoe odecrnevyeHme
1 LibreOffice
1 Cisco Packet Tracer
2 Debian
2 Windows
3 Dev-C++
3 AHTuBupyc Kaspersky
4 Dia
5 FreeBSD
6 GIMP
7 Git
8 Hyper-V Server
9 Kaspersky Endpoint Security ans 6u3Heca PacwmpeHHbil
11 Linux
12 Mozilla Firefox
13 PostgreSQL
14 Qt Creator Open Source
15 SQLite
16 Squid
17 ViPNet client (aemo-Bepcus)
18 ViPNet Coordinator (aemo-Bepcus)

19 ViPNet CSP

20 VirtualBox

22 Windows Server
23 Wine
24 Wireshark
25 Xen
27 7-Zip
Nenn Hcnonb3yembie npodeccHOHAIBbHBIC 0a3bI JAHHBIX 1 HH(POPMAILIHOHHBIE
CIIPaBOYHBIC CUCTEMBI
1 HauvoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3b) - cBOGOAHBIA AOCTYNn uuTaTenei

K (¢oHaaM poccuickux 6Gubnuotek. CoAepxuT  KOMneKuuum  OUUPPOBAHHBIX
AOKYMEHTOB (KaK OTKPHTOro jJocTyna, TaK W OrpaHWYeHHbX aBTOPCKUM
npaBoM), a TaKxe KaTanor W3jaHui, XxpaHaumxca B 6Gubnuotekax Poccum.
(http://H36.pd/)

10. Onucanue MaTepUaIbHO-TEXHHUYECKOM 0a3bl, Heo0XoauMoON 1A
OCYHIeCTBJIEHHSI 00PA30BATEJIbHOI0 NMPOLECCA MO JUCIHUTIJIMHE

HaumeHoBaHMe CieNUAIbHBIX MOMENIEHUI M MOMeIeHUH ISl CAMOCTOSITEJIbHOM padoThl

yye6Hble ayAMTOPUM ANs NpoBeAeHUs yuyeGHbIX 3aHATHIA

noMeweHUs Ans CaMoCTOATEeNnbHON PaboThl

MaTepMaHbHO-TEXHMLIECKoe obecneyeHue | opraHun3sauus
06Pa3OBaTEHbHOI'0 npouecca no AucuuniuHe aAna  WHBanuagoe U nud C
OorpaHn4yeHHbIMM BO3MOXHOCTAMU 340pOBbA oOcCylecCcTBNnAeTCA B COOTBETCTBUU C




«MonoxeHnem 06 06yyeHMM MHBANUAOB M NUL C OrpaHUYEHHbHIMM BO3MOXHOCTSIMM
3A0pPOBbS».



