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NudopmaTuka v BBIYUCIUTEIbHAA TEXHUKA
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1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KOM]’leTeHI[I/lﬂ Conepmaﬂne KOMIICTCHIITUN I/IHI[I/[KaTOp Coz[epmalme HHAUKATOpAa
BbibupaeT MH(pOPMAUMOHHbIE TeXHONOrUU
CNocoGeH  NOHMMATL  MPMHMNK U MpOrpaMMHbie CpeACTBa, B TOM uucne
paboThi COBPEMEHHbIX OonK-2.1 O0TeyeCTBEHHOro MNpoOM3BOACTBa, MpH
WHOOPMALMOHHLX  TeXHONOTWAl K peweHuu 3ajay npoteccuoHanbHom
MPOrpaMMHbIX CpPeACTB, B TOM ACATENbHOCTH
OnK-2 chnz P é;eqéCTBeHHoro Wcnonb3yer COBpeMeHHble
MpPOU3BOACTBA, M UCNONb30BaTh MHQOpMALMOKHLIE TexHonorum "
P - ) oeuerm sagau | ONK-2.2 nporpaMMHbie CpeaCcTBa, B TOM uucne
npoeccuoHanbHoOll AesTeNnbHOCTH OTEHUECTBEHHOTO  MPOU3BOACTBA, NP
pewexuun 3ajay npofjeccmoHanbHoii
AesTenbHOCTH
cnonb3yeT OCHOBb MH(OPMALWOHHON U
6ubnuorpadmueckoin KYnbTYypbl npu
CnocobeH pewaTb cTaHaapTHbie | OMK-3.1 o
3aaum P npo¢eccuoﬂaﬁbnoﬁ pa6ote _c npojeccuoHanbHom
AeSTENbHOCTH Ha OCHOBe uHgopHaumer
MHBOPMALMOHHOI " Mpumenser MH(OpPMaLIMOHHO-
OnK-3 6ubnuorpaguueckoin KynbTypel c | OMK-3.2 KOMMYHUKAUMOHHbIE ~ TEXHonorud AnA
npUMEHeHneM MH(OPMaLMOHHO- peuenns CTaHAapTHbIX 3ahad
KOMMYHUKALMOHHbIX TEXHOMOrui M MPOgeCCHOHaNLHON ACATENbHOCTH
C yY4eTOM OCHOBHMX TpeGOBaHMii YuutbiBaet OCHOBHble TpeboBaHus
UH(pOpMaLMOHHOW 6e3onacHoCTH OnK-3.3 MHBOPMALMOKHO/  GesonacHocTu  npu
peweHuu CTaHAapTHbIX 3ajau
npoecCMOHaNbHOV AeATeNbHOCTH
2. MecTo THCUMILVIMHBI B CTPYKTYpPe 00pa30oBaTe/ibHOH NMPOrpamMMbl
JncumnnuHbl (npaKTMKVI) , | ABMMHUCTpUPOBaHKWe M 6e30nacHOCTb ceTeBbiX
ABTOMaTU3MPOBaHHbLIX cucTeM, WHHopMaunoHHas
ANCLIMNNUHbI , pe3ynbTaThl P , Wngopwan
6 6e3onacHocTb 6a3 AaHHbIX, OnepaLl.VIOHHbIe CUCTEMbI,
ocBoeHUA KOTOpbIX Heo XOAMMI:I CeTH W TeneKoMMyHWUKaLMU
And 0CBO€Hus AAHHOU

ANCLUUNITUHDI.

AncumnnuHel  (NpakTUKK) , ANA
KOTOpbIX pe3ynbTaThl OCBOEHMUSA
NaHHOWN ANCLMNIINHDI 6yayT
Heo6xoAnMbl, KaK  BXOAHble
3HaHUA, YMeHUA WU BnajeHus
AN UX U3YYeHus.

BbinonHeHWe W 3awuTa BbINYCKHON KBaNU(UKaLMOHHOM
paboTbl, lpeaaunnoMHas npakTUKa

3. O0beM MUCHUIUIMHBI B 3a4YeTHBIX €IMHUIAX C YKA3aHHEM KOJHYeCTBA
aKaJieMU4€eCKNX YaCOB, BbIIeJICHHBIX HA KOHTAKTHYI0 padoTy 00y4aronierocs ¢
npenojaasareseM (M0 BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOATEJIbHYI0 padoTy

o0yuyarierocst

06wun obbem aucumnnuHbl B 3.e. /vac: 3 / 108
dopmMa npoMexyTOuHOM aTTecTauuu: 3auer

Buabl 3ansTHii, NX TPYI10eMKOCTH (Yac.) O0BbeM KOHTAKTHOM
®opma padoTsI
o0ydenus JleKunu JladopaTopHubie | IlpakTuueckne | CamocTosiTeJbLHAsA odyuaromerocs ¢
padoThI 3aHATHUSA padora npenoaasaresiemM
(uac)
oyHas 24 24 0 60 57




4. Copep:kaHue AUCHMUILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yYKa3aHHeM OTBEJEHHOr0 HA HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHbIX 3aHATHI

dopma obyueHua: ouHan
Cemecmp: 8

JlekunoHHbIe 3aHATHSA (244.)
1. HOHSITI/le, CYIIHOCTDb, IIE€JIM 1 KOHIECNTYAJIBHBIC OCHOBBI 3allIMThI I/IH(l)OpMaHI/II/I
{1ekuusi ¢ pa3dopoM KOHKPeTHbIX curyaumii} (24.)[1,2,4,6] 06wMiA KOHTEKCT
3auMThl  MHOopmauun. [lloHaTMe  «3awmTa  uHPopMmaumu».  CywHOCTH "
cojepxaHue  3awuThl MHOopMauuu. lenn M 3ajaunm  3awWuTH  MHHOpPMALUM.
KoHuenTyanbHasa Mogenb 3awuTbl MHPopMauun. OCHOBHble CBOMCTBA MHHOPMALMK
C TOukM 3peHusa eé GesonacHocTu. I[loHATME U COCTaB 3awuwaemoi
uHpopmauun. [puHUMNLI OTHeCEeHUA MHpopMauMu K 3awuwaemon.  [puHUMNLI
peweHus 3ajay NpodecCUOHANbHOW AeATENbHOCTU HA OCHOBE WH(OPMALMOHHOW
U 6ubnuorpapuueckoi KYnbTYypbl C NMpUMeHeHneM UHPOPMALIMOHHO -
KOMMYHMKAUMOHHbIX ~ TEXHONMOFMA M C  YYeTOM  OCHOBHbX  TpeboBaHwii
WH(popMauMoHHO/ 6e3onacHOCTH
2. O0beKTHI 321U THI HHPOPMALMH {JIEKIHUSA ¢ Pa300POM KOHKPETHBIX CHTyalMi}
(24.)[1,2,5] MNMoHsTMe ob6bekTa 3awmThl WHHopmauuu. Hocutenu 3awmwaemon
MHpOpPMaUMM KaK KOHeyHble o6bekTbl 3awmthl. CpeacTtBa M cuctemsl 0b6paboTkm
UHPopMauum  Kak  obbekTh  3auuthl. CpeactBa  obecneueHus  obbekTa
uHpopmaTu3laummn. [omeweHna ob6bekKToB MHHOpPMATU3aUMM KaK OOBEKTbl 3awWuThl.
3awumwaemble MHpOpMaLMOHHble npouecchi. HocuTenu 3awmwaemort MHpopMaUuu.
3. ¥Yrpo3sl 3amumaemMoii uHpopmanuu. Buabl, MeToabl W CpeaCTBAa 3aIIUTHI
uHpopmManuu {JieKuusi ¢ pa3dopoM KOHKpeTHbIX curyaumit} (44.)[1,2,3] loHATHe
yrpo3sl U e€ B3auMOCBA3b C YA3BUMOCTbI0 M puckamn. 06was knaccuduxkauums
yrpo3 6e3onacHOCTU HHPopMauuu. TexHUYeCKMe KaHamnbl YTeUKM MHPopMaLMK.
llenm u 3ajauM  oOueHKM yrpo3 3awuwaemor MHbopmauuu. Buabl  3awWuThbl
WHpopMauuu n chepol ux Aencteua. 06wue cnocobbl 3awuThl MHPopMauuu. 06was
Knaccupukauus cpeacTB 3auWuTel MHpopMauuu. XapakTepucTuka cnocobos u
CPeACTB MO BMAAM 3aWUTbl MHPOPMALMHK.
4. TexHosornum 0€30IACHOCTH KOMIBITEPHBIX CHCTEM {JIeKIHMsI C Ppa3dopom
KOHKPeTHbIX cutyaumii} (44.)[2,3,5,6,7,8] Yrpo3b 6e3onacHoCTM uHpopMauuum B
KOMNbIOTEPHbIX CUCTeMaxX. 3awuTa WHpOpMaUMM OT CAy4alHbX Yrpo3. 3auwuTta
MHPOpMaLUMM OT HeCAHKUMOHMPOBAHHOrO AocTyna. Moaenu ynpaBneHus AOCTYNoOM
K obbekTaM KOMNbIOTEpHbIX cUCTeM. Knaccupukauuss KOMMbOTEPHbLIX BUPYCOB,
MexaHu3Mbl 3aWUTbl OT HMX. 3awuTa MHPOpMauMM OT nepexBaTa N0 TeXHUYECKUM
KaHanam yTeuyku WHhopmauuu. 3awmta OT HECAHKUUOHUPOBAHHOrO AOCTyna MU
KonupoBaHua MWHpopMauun. CoCTaB nporpaMmMHOro W anmapaTtHoro obecneuveHus,
npesHa3HayeHHOro AnsA 3awuTbhl UHDopmauuu. MpuHumnel paboTbl COBpeMeHHbIX



MH(OPMALMOHHLIX TEXHONMOruiA W NPOrpaMMHbLIX CPeACTB, MNpeAHAa3HaUYeHHbIX Ans
3auMThl  MHPOpMauMU, B TOM UUCNe OTeYeCTBEHHOro MNpOM3BOACTBA, M UX
UCcnonb3oBaHUe MPU peweHun 3ajay NpopecCUOoHanbHON AeATeNbHOCTH

5. Kpunrorpadpuyeckue MeToabl 3alUTHI MHPoOpMauuu {JieKOUsi ¢ pa3dopom
KOHKPeTHbIX cuTyauuii} (44.)[2,3] Knaccupukaums meToaoB KpunTorpapuueckoro
npeobpasoBaHus uHpopmauuu. Lenu kpuntorpadum. OCHOBHbIE NOHATHA.
Anroputmbl wMppoBaHUS C CUMMETPUUHLIM KMOYOM. ANropuTMmbl wWUHpOBaHUA C
OTKPbITbIM KINIOYOM. INEeKTPOHHAsA MOAMUCb. OyHKUMM XewupoBaHUs. [lpoTOKOMbI
ayTeHTUPUKaLuUK.

6. CranaapTbl M HOPMATHBHBbIC AKTHI B 001aCTH HH(POPMALIMOHHOH 0€30I1ACHOCTH
{1ekuusi ¢ pa360poM KOHKpeTHbIX cutyanuii} (44.)[1,4,6] CocTaB CTaHAapTOB U
HOPMaTUBHbLIX AOKYMEHTOB MO WMHAOPMALMOHHON 6e30MacHOCTM B KOMMbIOTEPHbIX
cucTemMax U aBTOMAaTU3MPOBaAHHbIX cUcTeMax. JlokymeHTb B obnacTu 3awuTthl OT
BPeAOHOCHOIO  Koja. PykoBoasiume  fOoKyMeHTH B ob6nactu  3awmThl
aBTOMaTU3UPOBaHHbLIX cucTeMm. CneunanbHoie TpeboBaHMs U pekoMeHAAUUU MO
TeXHUYeCkon 3awuTe KOHpuAeHuuanbHon uHpopmauun. JAokymeHTbl OCTIK Poccum
u OCb Poccun. CocTtaB HOpMaTUBHLIX AaKTOB MO BWUAAM 3awWuuaeMon WHHOpMaLUM.
7. KomiuiekcHasi cucTeMa 3alUMThl MH(OpPMalUU HA NPEINPUATHH {JIeKUHUSA C
pa300poM KOHKPeTHbIX cutyaumii} (44.)[1,2,4,5,7,8] lloHaTne n obwas cTpyKTypa
cucTemsl 3awuthl UHPopMauuu. Obwemetoponoruuyeckue TtpeboBaHUs WM NPUHLUNLI
nocTpoeHuss cuctem 3auutol. [loHATHe u obwas CTPYKTypa KOMMIEKCHON
cMCTeMbl 3awuTbl  UHHOpMauuMu Ha npeAnpuAaTMU. KoMNOHeHTb KOMNNeKCHoW
CUCTeMbl 3awuThl MHPOPMALMM HA MPeAnpPUATUM UX Ha3HayeHWe M COCTaB.
HopmaTuBHO-MeTOAMYECKME AOKYMEHTb M CTaHAapTHl ANA peanu3auuu pasnuuHbiX
KOMMOHEHTOB.

JlabopaTopHblie padoTshl (244.)

1. AuTUBHpYCHBIEe NporpamMmmbi(34.)[2,3,5]

2. Opranmsanus VPN {padora B masasbIx rpynnax} (34.)[2,3,5]

3. CpeacrBa mupposanus {padora B majbix rpynnax} (34.)[2,3,5]

4. DJIeKTPpOHHAs NMOANUCH {padoTa B MauabIx rpynnax;} (34.)[2,3,5]

5. MexcereBble 3kpanbi(34.)[2,3,5]

6. Cucremsl 3aIUTHI uHpopmanuu oT HECAHKIMOHUPOBAHHOIO
nocryna(34.)[2,3,5]

7. Cucrembl 00Hapy:KeHusi Bropxkeanii(34.)[2,3,5]
8. IlporpamMHble TPOAYKTHI [AJsi AHAJM3a PHUCKOB HHGOPMANMOHHOM
o0e3omacHocTu(34.)[2,3,5]

CamocrosiTesibHasi padora (604.)
1. IloaroroBka K BbLINOJHEHUIO U cAa4e JadopaTopHbix pador(304.)[2,3,5]
2. N3yyenne NpoPHILHOH JIUTEPATYPHI " MaTepHuajoB 1o
Teme(204.)[1,2,3,4,5,6,7,8]
3. Hoaroroska k 3auery(104.)[1,2,3,4]



5. IlepeyeHb Y4eOHO-METOAUYECKOTO OO0ecCHeYeHHUs] CAMOCTOSITeJbHON PadoThI
00y4aroImmuxcs Mo TUCUUIIJIMHE

Ina  kaxporo obyuawuerocs obecneyeH MHAMBUAYANbHLIA  HEOrpPaHUUEHHbIV
AOCTYN K 3M1eKTPOHHOWN WH(OpMauUUOHHO-o6pa3oBaTenbHou cpeae AnTlTY:
1. 3aruHainos 0. H.OcHoBbl MHpOpMauUMOHHOV 6Ge3onacHOCTHU: yueb-

Hoe nocobue / W. H. 3aruHavmnos ; AnT. roc. TexH. yH-T um. WN. U,
Mon3yHoBa. - bapHayn : AnTITY, 2016. - 172c. [3neKTpoOHHbIA pecypc]:-
pexuMm AocTtyna:

http://elib.altstu.ru/eum/download/ivtib/uploads/zaginaylov-yu-n-
ivtiib-58622357cl10ad.pdf

6. IlepeueHb yueOHOI JUTEpPaATYpPHI
6.1. OcHoBHasA nuTepaTypa

2. llaHbrud, B. ¢. WHbopmauuoHHas 6Ge3onacHOCTb M 3awuTa WH(HOpMaLMUK
/ B. ¢. lWlaHbruH. - 2-e un3a. - CapatoB : [lpodobpa3zoBanue, 2019. - 702
c. — ISBN 978-5-4488-0070-2. - TekCT : 23neKTpoHHuin // Lubposon
obpa3oBaTenbHbii pecypc IPR SMART : [canT]. - URL:
https://www.iprbookshop.ru/87995.html (aata o6pawenus: 27.04.2023). -
Pexum gocTtyna: Ans aBTOpU3Mp. MNonb3oBaTenein

3. Metoan u cpeacTBa ob6ecneyeHuss nporpaMMHO-annapaTHOW 3aWMUTbl
MHPOpMALMM : HAyuyHO-TexHuuyeckoe wusgaHne / A. W. Actamkuu, A. 1.
MaptoHoB, J. b. Hukonaes, B. H. ©Oomuenko. - CapoB : Poccuiickuii
henepanbHbii saepHbii ueHTp - BHUWIO, 2015. - 224 c. - ISBN 978-5-9515-
0305-3. - TekcT : 3nekTpoHHbn // Lupposon obpa3oBaTenbHuii pecypc IPR
SMART : [camt]. - URL: https://www.iprbookshop.ru/60959.html (aaTa
obpawenunsa: 27.04.2023). — Pexum pocTyna: Ans aBTOPU3MP. NoNb3oBaTenen

6.2. JlononHuTenbHaa nutepaTtypa

4. Ta3u3oB, A. P. OpranusauuoHHoe u npasoBoe obecneyeHue
UHPopMauUOHHON 6e3onacHoCcTu : yuyebGHoe nocobue / A. P. la3u3oB ; noa
peaakunen A. P. AnpmHsaHa. - PocToB-Ha-JloHy : JIOHCKOW rocCyAaapCTBEHHbI
TexHuyeckun yuusepcutetr, 2017. - 156 c. - ISBN 978-5-7890-1384-7. -
TekCT : >2neKkTpoHHbii // LUudpoBon obpa3oBaTenbHbin pecypc IPR SMART
[canT]. — URL: https://www.iprbookshop.ru/117813.html (aata obpaweHus:
27.04.2023). - Pexum pocTtyna: Ans aBTopu3up. nonb3oBaTtenein. - DOI:
https://doi.org/10.23682/117813

5. TutoB, A. A. TexHuueckume cpeAcTBa 3auWuThl UHHopmauuu : yuyebHoe
nocobue / A. A. TutoB. — ToMcK : TOMCKM/A roCyAapCTBEHHbN YHUBepCUTeT
CUCTEM yMpaBneHuss U paauosneKkTpoHuku, 2010. - 194 c. - Tekcrt :



3NeKTpoHHbn // UuppoBoii obpa3soBaTtenbHuii pecypc IPR SMART : [canT]. -
URL: https://www.iprbookshop.ru/13989.html (naTa obpauweHus:
27.04.2023). — Pexum pocTtyna: ANS aBTOpPU3Mp. nonb3oBaTeneun

7. Ilepeyenbp pecypcoB HMH(OPMANUOHHO-TEIEKOMMYHMKAIIMOHHON  CeTH
«/HTepHEeT», HEOOXOAUMBIX JIJISI 0CBOEHH S JUCHUILTUHBI

6. OduumanbHbin caUT (eaepanbHOW Cnyk6Gbl MO TeXHMYECKOMY WM DKCMOPTHOMY
KOHTPONK [3NeKTPOHHbIN pecypc]:- pexuMm goctyna: https://fstec.ru

7. OduumanbHbin CanT UHTepHeT-XypHana "WHdopmauumoHHas 6e3omacHOCTbH"
[aneKTpoHHbIA pecypc]:- pexum aoctyna: http://www.itsec.ru

8. OduumanbHbli CaWT WHTepHeT-U3AaHUA B chepe BbHICOKMX TEXHONOMUM
"CNews" [3neKTpoHHbIN pecypc]:- pexum goctyna: https://www.cnews.ru/

8. (I)OHI[ OLCHOYHBbIX MAaTEpHUAJIOB JId MNMPOBCACHUSA TEKYIIECro KOHTPOJISA
yCneBaeMoCTH U HpOMe)l(yTOqHOﬁ arTrecranmm

CoaepxaHune MnpPOMeXyTOYHOM aTTeCTauMu pacKpbiBaeTCA B  KOMMNIEKTe
KOHTPONUPYOWUX MaTepuanoB, npeAHa3HAYEHHbIX AN MNPOBEPKU COOTBETCTBUSA
YPOBHA MNOArOoTOBKM No AucuunnuHe TtpeboBaHuam OI0C, KoTopble XPaHATCA Ha
Kafpeape-pa3pabotunke PlA B neyatHoMm Buae u B INOC.

9. Ilepeyenr  MHGOPMALMOHHBIX  TEXHOJOIMH,  HCHOJb3yeMbIX  IpPH
OCYLIECTBJICHMH 00pa30BaTeJbHOI0 Ipouecca Mo AMCUMILUIMHE, BKJIIOYas
nepeyeHb MNPOrPAMMHOIO olecnedyeHUsT M HMHEMOPMALMOHHBIX CIPABOYHBIX
CHCTEM

ns ycnewHoro 0CBOEHMS AMCLMMIMHbI UCMONb3YNTCSA PeCcypCbl SNEKTPOHHON WMHHOPMALMOHHO-
obpa3oBaTenbHOii cpeppl, obpa3oBaTenbHble WHTEpHeT-nopTansl, rnobanbHas KOMNbHTEpPHas
cetb MHTepHer. B npouecce wu3yueHMs  AUCUMNNIMHBI  NPOUCXOAUT  MHTEPAKTUBHOE
B3aumogeincTtBue obyuawwerocsa C npenojaBaTeneM uyepe3 JNUYHbIA KabuHeT CTyAeHTa.

Nenn Hcnonb3yemoe mporpaMMHoe odecrnedeHue
1 LibreOffice
2 Microsoft Office
2 Windows
3 ViPNet client (aemo-Bepcus)
3 AHTuBupyc Kaspersky
4 ViPNet Coordinator (aemo-Bepcus)
5 ViPNet CSP
7 Wireshark
9 KpuntoAPM CrapTt
Nenn Hcnonb3yembie npoeccuoHaJbHbIC 0a3bl JaHHBIX U HH(POPMAIIHOHHBIE
CIIPpaBOYHBIC CUCTEMBI
1 HaunmoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3B) - cBOGOAHBI AOCTYNn uuTaTenei
K (oHaam poccuiickux 6ubnuotek. CoAepXUT  KOMNEKUUM  OUUDPOBAHHLIX
AOKYMEHTOB (KaK OTKPHTOro AOCTYNna, TaK U OrpaHUYEHHbIX aBTOPCKUM

6




Nenn Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAILIHOHHBIE
CIIPABOYHbIE CHCTEMBbI

npaBoM), a TaKke KaTanor W3jaHuWii, XxpaHauuxca B 6Gubnuotekax Poccum.
(http://u36.pd/)

10. Onucanue  MaTepuaIbHO-TEXHHMYECKON  0a3bl, HEOOXoOuMOM 1A
OCYIIeCTBJIEHHsI 00Pa30BaTEJIbHOI0 MPOLECCa MO TMCIUIJIMHE

HanmMeHoBaHMe cienMAJIbHBIX IOMELIEHUI U MOMeNIeHH 115l CAMOCTOAITE/IbHOI padoThI

yuyebHble ayAMTOpPUM Ans NpoBejeHUs yuyebHbIX 3aHATUI

noMeweHns Ansi CaMoCTOSTEeNbHOM paGOTbI

MaTepuanbHO-TexHuueckoe o6ecneueHue " OpraHu3aums
o6pa3oBaTenbHOro npouecca NoO AUCUMNNIMHE AN WHBANMAOB M Nuy C
OrPaHUUYEHHbIMW BO3MOXHOCTSIMM 3J0pPOBbSl OCYWECTBNSETCA B COOTBETCTBUM C
«MonoxeHnem 06 06yyeHMM MHBANUAOB M NUL C OrpaHUYEHHbHIMM BO3MOXHOCTSIMM
30POBbS».




