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1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KOMl'leTel-[I[I/lﬂ Couepmaﬂne KOMIICTCHIITUN I/IHI[I/IKaT()p Coz[epma}me HHAUKATOpAa
lcnonb3yeT  HOpMaTUBHO-TEXHUYECKYH
JOKyMeHTauuw Ana paboTel C ceTeBbIMU
CnocobeH ocywectenath | MK-9.1 N
A IMMHWCTPHpOBAHHE ymnpouecca YCTpOiACTBaMM " MPO T paMMHbIM
obecneyenunem
npaBneHus 6e30nacHOCTbI0
zegesux ycTpolicTs a | nk-9.2 OcyuwecTBnset aAMUHUCTpPUPOBaHUe
K-9 MPOT PANMHOT obecneyenms NporpaMMHO-annapaTHbX CpeACTB CeTH
NPOBOAUTb pernameHTHole pa6oThl BhiGupaer " ycTaHasnusaer
Ha  CeTeBbX  yCTpOWCTBAX W NnK-9.3 NporpaMMHble _CpeacTBa 3aWMThI
NporpaMMHOM o6ecneyeHuu 3AMUHUCTPUPYEMON CETH
MHOOKOMMYHMKALMOHHOM CHCTEM CnocobeH obcnyxuBaTb obopyaoBaHue B
nK-9.4 COOTBETCTBUM d peKoMeHAaLusMu
npousBoauTens
CnocobeH npoeKTUpoBaTb “ Ynpasnser npaBamu AJocTyna
MK-10 pa3pabaTbiBaTb NpPOrpamMMHbie U NK-10.4 nonb3oBaTeneii K NporpaMMHO-
annapaTHble KOMMOHEHTbI ’ annapaTHbM CPeACTBaM MH(OPMaLMOHHbIX
aBTOMATU3MPOBAHHbLIX CHCTEM CNyk6 WH(HOKOMMYHWUKALMOHHON CUCTEMbI
2. MecTO0 AMCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrPaMMbl
JncumnnuHsl (NpaKkTukKu) , ba3bl AaHHbIX, WHpopmaTuKa, OnepauuoHHble
npep‘meCTBymmMe M3yquM|o CUCTEMbI, Cetn TeneKoOMMyHUKaLlKnu

ANCLUNIIUHDI, pe3ynbTaThl
ocBoeHUA KOTOPpbIX Heob6xoanMbI

ans 0CBOEHHUS AaHHOW

AVCLMNIUHDI .

Aucumnnuubl  (NPaKTUKK),  Ans | BononHenue M 3awuTta BbINYCKHOW KBanUnUKauUMOHHOI
KOTOPbIX pe3ynbTaThl 0CBOeHus | PadoThl, Mpeaaunnomtas npakTuka

AaHHOM AVNCLUNIUHDI 6yayT

Heo6xoauMbI, KaK  BXOJAHble

3HaHUA, YMEHUS U BNaAAEHMS

Ana UX U3yuYeHus.

3. O0beM QUCHMILIMHBI B 3a4€THBIX €IMHHUIIAX C YKA3aHHEM KOJIUYeCTBA
aKaJeMHYeCKNX YaCOB, BbIJIEJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aromerocs ¢
npenojaaBarejeM (Mo BUAAM Y4eOHBIX 3aHATHI) M1 HA CAMOCTOATEIbHYI0 padoTy

o0y4aroierocst

06wun obbem AucuunnuHbl B 3.e. /vyac: 6 / 216
dopMa NMpoOMEeXyTOYHOW aTTecTauuu: IK3aMeH

Buabl 3aHsTHI, MX TPYAOEMKOCTD (4ac.) O0beM KOHTAKTHOM
®opma padoThI
oGydenus Jlexuun Jladopatophubie | IlpakTHueckne | CamocTosiTeJbLHAs 00y4aroIerocs ¢
paboTeI 3aHATHSA pabora npenoaaBaTesieM
(uac)
3aoyHas 8 16 0 192 31

4. Copep:kaHue JUCHHUILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yKa3aHHEM OTBEeJIE€HHOI0 HA HUX KOJHYECTBA aKaJeMHMYEeCKHX YaCOB M BH/I0B

y4eOHBbIX 3aHATHIH




dopma obyueHunn: 3ao04yHan
Cemecmp: 8

JlekunoHHbIe 3aHsATHA (84.)

1. Tema 1. Beeaenue B aAMMHUCTPHPOBAHUE U 0€301aCHOCTH CETEBBIX YCTPOICTB
U MPOrPAaMMHOI0 o0ecreyeHus aBTOMATU3MPOBAHHbIX cucrem {0ecexa} (14.)[S,7]
OnepauuoHHble  BO3MOXHOCTM  BbIUMCIIUTENbHLIX  CeTell. MynbTucepBucHas
(KoHBepreHTHas) ceThb. OCHOBHble 3ajauu aAMUHUCTpaToOpa npu
NPOeKTUPOBAHUU, MNOCTPOEHUU U CONpPOBOXAEHUM ceTu. Ha3HayeHMe OCHOBHbIX
CepBMCOB  BLIYUCIUTENDbHLIX  ceTen, UX  0COOEHHOCTM  peanu3aumm U
UCNonb30BaHUA.
2. Tema 2. Cay:xx6a noMeHHBbIX HMeH. {0ecena} (0,54.)[5,7] Cnyxb6a AOMEHHbIX MMEH.
TepMuHonorua u npudHuunsl paboTbl. Tunbl cepBepoB JAOMeHHbIX uMeH (Master,
Slave, Cache, Stealth, Root). loHaTue 30H - npamas u obpaTHas.
3. Tema 3. Mapmpyruszanusi. AAMHHHUCTPHPOBAHHE IMpolecca YNPABJICHUA
0€30MaCHOCTHI0 CeTEeBbIX YCTPOMCTB M NMPOrPAMMHOI0 odecreyeHusi, MpoBeJeHue
perjiaMeHTHbIX padoT Ha ceTeBbIX YCTPOWCTBAX M NMPOrPaMMHOM o0ecneYeHHH
HHPOKOMMYHUKAIMOHHOW  cuctembl  {0ecema}  (14.)[5,7,8] OpraHu3sauus
B3auMoAeincTBua B  rnobanbHbiX  BbIUMCIUTENbHbIX ceTaAx. MapwpyTu3auus.
Mepechinka naketoB. MapwpyTusaTtop W npuHuunsl ero pabotvl. UHTepderchl
MapupyTu3atopa. BeeseHne B Tabnuuy MapupyTu3lauum.
4. Tema 4. Iunamudeckasi mapmpyruzauus. {0ecega} (14.)[5,7,8] AvHamuueckas
MapupyTu3auus. [lpoTokonsl AuMHaMMuyeckos MapuwpyTusauuum. Knaccudukauums
NPOTOKONOB AUHaMUyeCKou MapupyTu3aLuuu. JMCTaHUUOHHO-BEKTOpPHble
npoToKOMbl MapwpyTu3auuu. [lpoTokons MapwpyTu3auuu COCTOSIHUS CBSi3eN.
Knaccosas u 6e3 knaccoBas MapupyTu3lauus.
5. Tema 5. IlpuHuunsl AuHAMHYECKO Mapmpytusanuu. {0ecemxa} (14.)[5,7,8]
oHATHe cxoauMMOCTM npoTokKona MapuwpyTusaumu. [puHuunel paboTbl Tabnuupl
MapupyTU3auuu.
6. Tema 6. IlouroBasi cayx6a {0Oecema} (14.)[5,7,8] OpraHu3zaumsa no4YTOBOM
cnyx6bl. OcCHOBHble cnocobbl opranusaumm (on-line, off-line). CpeactBa
peanu3auuu noyToBoW Cnyx6bl B pa3nuuHbX CeTeBbIX ONepauuoHHbLIX CUCTeMaX
7. Tema 7. Opranusamusi NoYTOBOM ciay:xo0bl. {0ecexa} (14.)[5,7,8] OpraHu3auus
cnyk6 3nekTpoHHoro ob6uweHuss B pexume on-line. Meccenaxepoi u VoIP
cepBuc. TenekoHpepeHuuu. pynnbl HOBOCTENA.
8. Tema 8. UHCTAISAUMS NPOrPAMMHOIO M ANNAPATHOrO olecrevdeHUs JIsl
UHPOPMALMOHHBIX W aBTOMATHU3MPOBAHHBIX cHucTeM. {Oecema} (14.)[5,7,8]
WHcTannauma nporpamMmHoro v anmapaTtHoro o6ecneuyeHus Ans UHHOPMALUOHHbLIX
U  aBTOMAaTU3MPOBAHHLIX  cuUcTeMm.  [lpunoxeHnsa,  cepBuchl. HopmaTuBHO-
TexHuyeckas AOKyMeHTauus ans paboTbl C cCeTeBbIMM YCTPOWCTBaMM U
nporpamMmHbiM obecnevennem. Mojenb «KMWEHT-cepBep».
9. Tema 9. YpoBeHb 3alIMIIEHHBIX COKETOB, MPOTOKOJ SSL M ero mpuMeHeHmue.
{0ecena} (0,54.)[5,7,8] YpoBeHb 3aWMWEHHbIX COKeTOB, npoTokonm SSL u ero
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npumeHeHue. [llpuHumn pabote npoTokona SSL. AyTeHTudukauma u obMmeH
Knioyamu. YnpaeBneHue npaBamu AocCTyna nonb3oBaTtenei. [lloutoBas cucrema
(MUA, MTA, MDA). Buab KoHpepeHucBs3n (ayauo, BuAEO), nNpuMepsl
opraHu3saumm KoHdepeHuuii. 06cnyxumBaHue obopyaoBaHUSi B COOTBETCTBUU C
peKkoMeHAauusMM Npou3BOAUTENS .

JlabopaTopHsie padorsl (164.)
1. YcranoBka u anmuaucTtpupoBanme ceppepa LDAP. {paGora B maJibIxX rpynmnax}
(2u.)[1,2,3,8] U3yueHne HOpPMaTUBHO-TEXHUUECKON AOKYMeHTauuu Ansa paboTsl ¢
CeTeBbMM YCTpPOWCTBaMM M  nNporpammHbiM  obecneyeHnem. HacTpovka #
aAMUHUCTpUpoOBaHue cepsepa Ldap.
2. Cepsucsol yaajeHHoro repmuHaabHoro pocryna (Telnet, rlogin, RDP, SSH).
Opranmszauusa FTP-cepsuca. {paGora B maabix rpymmax; (24.)[1,2,3,8]
[pakTUyeckoe oBnajeHue MeToAaMM AAMUHUCTPUPOBAHMS KOMMbIOTEPHbLIX CeTeu,
HacTpouku FTP cepBepa. YnpaBneHune npaBamM AOCTyna nonb3oBaTenen K
nporpaMMHo-annapaTHbiM CpeACTBaM ceTeil. PaboTta C cepBuCaMu yAaneHHOro
ynpasnenua (Telnet, rlogin, RDP).
3. Obecneuenne be3onmacHoctu mnporoxkosa IP ¢ momombio cpeacrBa IPsec.
{padora B maabix rpymmax} (24.)[1,2,3,8] HacTpoika 3auwuwyeHHOro coeauHeHus
Mexay QABYMSA KOMMblTepaMm B ceTu C nomowbiw IPSec. AAMMHMCTpuUpOBaHUe
MporpaMMHO-annapaTHbIX CPeACTB CeTH.
4. OBJiageHue HaBbIKaMH pPadoThHI ¢ NPpUKJIAAHONH Kpunrocucremon PGP {padora
B Majabix rpynnax} (24.)[1,2,3,8] MeToaunueckue yKa3aHUS K  BbIMOSIHEHUI0
nabopatopHon paboTol C ucnonb3oBaHueM PGP: 1. OcywecTBUTb 3aWUWEHHBIN
obmMeH nouTtoBbiMM coobueHnsamu. 2. CreHepupoBaTb KnwuyeByw napy. 3.
06MeHATbCSA OTKPbLITHIMUA KMlMaMu C nonyvyatenem. 4. 3awuppoBaTb TEKCTOBOE
coobuweHune (pa3nuuHbiMm crnocobamu). 5. 3awmppoBaTb He TeKCTOBbIA (avn. 6.
lepeaaTb 3awudpoBaHHbie MaTepuansl nosyvaTeni M MNOAYYMTb OT Hero Apyrue
3auudpoBaHHble MaTepuansl. 7. PacumppoBaTb nonyuyeHHbile MaTepuansi.
5. Craruveckass mapupyruzauus. [Iporokoast ARP u RARP. /Ilunamunueckas
mapmpyrtusanusa. IIporokoansr RIP, OSPF, BGP. {padora B MajbIX rpymnmax}
(24.)[1,2,3,8] YKa3aHua K BbinonHeHuto nabopatopHoi paboTbi:
1. C nomowbi npotokona ARP cobpaTb cBeaeHMs NO CermMeHTy ceTtu. 2.
Ucnonb3ya  Tpu  y3na  uMeowunca  CeTU  OCywecTBUTb  CTaTUYeCKyw
MapupyTu3aumio. 3. Pe3ynbTaThl BbINOSIHEHUSA npeasiaywero MYyHKTa
3afoKyMeHTMpoBatb. 4. HacTpouTb MapuwpyTu3auumiw C nomowbid Quagga
aHaNoru4yHo nyHKrta 2.
6. AavuHucTpHpoBaHHMe ceTH cpeacrBamu TexHogoruu Cisco. O0ciaykuBanmue
000py10BaHHUs B COOTBETCTBMH C PEKOMEHAALNMSMH NMPOU3BOAUTEA. {padoTa B
MajbIx rpymmax} (24.)[1,2,3,8] Hactpoika ceteBoro o6opyaoBaHus Cisco c
ucnonb3oBaHUeM  KOHCOnMbHoro  kKabens, mapwpyTtusatopa Cisco 1841,
KOMNbloTepa ANS HACTPOVKKU MapupyTu3aTtopa, nporpammbl smynstopa i0S GNS3,
PuTTY.
7. Hacrpoiika Touku gocryna Cisco Aironet 1200 Series {padora B MajbIxX



rpymmnax} (24.)[1,2,3,8] llpnobpetenne HaBbikoB HacTpoviku Wi-Fi Touek pocTtyna
Cisco.

8. IlepcoHaJbHBIN MeKCETeBOI IKpaH. 3alIMTA CeTH U COKPBHITHE €€ TOMOJOTHH.
Proxy-cepBuc, FireWall. IlpoexkTupoBanme u pa3padoTKa NPOrpaMMHBIX U
allMapaTHbIX KOMIIOHCHTOB AaABTOMATHU3UPOBAHHBLIX CHCTEM {paﬁoTa B MaJlbIX
rpynnax} (24.)[1,2,3,8] Bbibop ¥ ycTaHOoBKa nporpaMMHbiXx CpPeACTB 3awWuThl
aAMUHUCTpUpyeMon ceTu. HacTpoilka npokcu-cepsepa, (aepsona u 6unnuHra
WHTepHeT Tpaduka B KOpPNOpPATUBHOM CETM C MNOMOWbI MeXCeTeBOro 3KpaHa -
Firewall.

CamocrositesibHas padora (1924.)
1. HOI{FOTOBKa K JICKOIUOHHBIM 3aHATHUAM. {C AJIEMCHTAMHU JJIEKTPOHHOI'O
00y4eHUs U TUCTAHIIMOHHBIX 00pPa30BaTeJIbLHbIX TeXHOJIOTHIi} (484.)[5,7,9]
2. IloaroroBka K BbINOJHEHUI0 JAa00pAaTOPHBLIX PadoT. {MCIOJb30BaHHUE
001ecTBeHHBIX pecypcoB} (504.)[1,2,3,8]
3. CamocTosiTe/ibHOE M YIIy0JIeHHOE M3yYeHHe ACIEKTOB CeTeBOil OpraHu3aluM.
BuinoJsinenue KOHTpO.]ILHOﬁ paﬁoTbI. {C IJIEMECHTAMHU 3JICKTPOHHOI'O Oﬁy‘leHl/ISI u
JUCTAHIUOHHBIX 06pa3OBaTeJIbHLIX TCXHOJIOI‘Hﬁ}
(684.)[1,2,3.4,5,6,7,8,9,10,11,12,13,14,15,16] Cnyx6a JAOMEHHbIX UMEH :
KoHdurypuposanne DNS B pa3nuuHbix CeTeBbIX OMEpauMOHHbIX CUCTeMax.
lpotokon DNS. MapwpyTusauus. AAMMHUCTpUpPOBaAHME Mpouecca YnpaBneHus
6e30NacHOCTbI0 CeTeBbIX YCTPOMCTB M nporpammHoro obecneueHus, npoBejeHue
pernameHTHbIX paboT Ha ceTeBbX YCTPOWCTBAaX WM MporpamMHoM obecneuyeHuun
WHHOKOMMYHMKaLUMOHHON cuctembl: Directly-Connected cetn. Next-hop
BbIXOAHOW uHTeppeiic. CTaTuueckasa MapupyTu3sauusa. [potokonsi ARP u RARP.
CymMupoBaHuMe cTaTUYeCKUX MapupyToB. MapwpyT no ymonuyaHuw. JuHamuueckas
MapupyTu3auus: JMCTAHUMOHHO-BEKTOpPHbIE NMPOTOKOMbI MapupyTu3auuu.
fpoToKONbl MapwpyTU3auuMum coCTosHMA cBa3en. Knaccosas u 6e3 knaccoBas
MapupyTtusauus. [puHUMNb AUMHAMUYECKON MapwpyTu3auuu: Jlyywmin MapupyT W
MeTpHKa. PacnpeaeneHue Harpysku. AAMUHMCTpaATUBHaA ANCTaHUMA.
JMCTAHUMOHHO-BEKTOpPHbIe  MNPOTOKOMb  AMHaMuyeckod  Mapupytusauum RIP,
EIGRP. [MpoTokonbl MapuwpyTu3auum coctosHus cBsasein OSPF. [outoBas cnyxb6a:
CpeacTBa peanu3auuMu nNOYTOBON CRYyX6bl B PpasfUUHbIX CETEBbIX OMEepPaLUOHHbIX
cucteMax (sendmail, exim, postfix, Microsoft Exchange Server).
poTtokonsl o6MeHa nouytoBbiMM coobuwennamu (POP, SMTP, IMAP). Opranusauus
noutoBon cnyx6ei: MecceHmkepsi U VoIP cepBuc. TenekoHdepeHuuu. [pynnbi
HoBoCcTei. lHCTannAuMa nporpaMMHOro M anmapaTHoro obecneyeHna AnS
MHPOPMALIMOHHLIX W aBTOMAaTU3MPOBaAHHbIX cucTeM: Point-to-Point cetn
npunoxenusa. [lpotokonsl npuknagHoro ypoBHA: Web - HTTP (80) wu HTTPS
(443), MpoTtokonbl ¢annosoro obmeHa - FTP (20, 21) wu SMB (445),
3NeKTpoHHoun noyTl - SMTP (25), POP (110) u IMAP (143), AMCTaHUMOHHOTIO
ynpasneHua - Telnet (23), RDP (3389) u SSH (22), cuctema AJOMEHHbIX WUMEH
- DNS (53), npoTtokon pauHamuueckos KoHpurypauuu y3sna DHCP (67, 68),
npotokons ynpasneuuss - SNMP (161, 162). ®opmat aanHbix HTTP, FTP, SMTP,
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POPv3, DNS, DHCP wu npuHuun ux paboTbi. YpoBeHb 3aWUWEHHbIX COKETOB,
npotokon SSL u ero npumeHeHue: loutoBasa cuctema (MUA, MTA, MDA). Bwuabl
KOH(pepeHUcBA3n (ayauo, BUAEO), MPUMEpbl OpraHuM3auun KOH(pepeHUui.

4. IloaroroBka K 3amuTe JIA0OPAaTOPHBLIX PadoT M KOHTPOJIbHOM
pa6orsi.(174.)[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16]

5. IloaroroBka K MNPOMEXKYTOYHOIl arTrecTaluu (IK3aMeH). {MCIOJb30BaHHE
o01mecTBeHHBIX pecypcoB} (94.)[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16]

5. IlepeyeHb Y4eOHO-METOAUYECKOTO OO0ecHeYeHHUs] CAMOCTOSITeJbHON PadoThl
o0y4yaromuxcs 1Mo TUCUUILIHHE

Ana  kaxaoro obyvawuweroca obecneyeH MHAUBUAYANbHbIA  HEOTr PAHUUEHHbIN
AOCTYN K 3MeKTPOHHOW WHhopMauuoHHO-obpa3oBaTenbHoi cpeae AnTlTY:
1. YyryHoB I.A., MeToAMueckMe yKa3aHMA NO BbINOMHEHUI nabopaTopHbIX

pabotr no AaucuunnuHe «CeTH U TenekomMmyHukauuum». - bapHayn: WU3a-Bo
AnTlTY, 2012. - 17c.; WcCTouyHMK: 3neKkTpoHHas 6ubnuoteka obpa3oBaTenbHbIX
pecypcos AnTlTY. Pex.AaocTyna

http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf
2. llapnaes E.B. BbuucnutenbHboie cetu. YuebHOo-MeToaMueckoe nocobue/

E.B. llapnaeB; AnT. roc. TexH. yH - T um. W.WU. MNon3syHoBa, - bapHayn:
2015. - 86 c.;UcTtoynuk: snekTpoHHasa O6Gubnuoteka ob6pa3oBaTenbHbIX
pecypcos AnTlTY. Pex. AocTyna

http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e03fecld87.pdf

3. llapnaes E.B. AamuHuCTpupoBaHue rnobanbHbX  BbIYUCIUTENbHbIX
ceTeil: YuebHo-MeTOAaMueckoe nmnocobue.- bapHnayn, AntlTY, 2010. -122c.
UcTouHuk: >nekTpoHHas Oubnuoteka obGpa3oBaTenbHbix pecypcoB AnTlTY.
Pexum AocTyna
http://new.elib.altstu.ru/eum/download/vsib/sharlaev_gvs.pdf
(MeToanueckue ykasaHus K BbiNONHeHMi nabopaTopHbiX paboT)

4. PvibuH B.B., llapnaes E.B. be3onacHOCTb BbLIYUCNMUTENbHLIX CeTen.
NlabopaTopHbin NpakKTUKyM: yuyebHO-MeToauMueckoe nocobue; ANT. rocC. TexH.
yH-T uMm. W.WN. TNon3yHoBa, - baphHayn: 2017. - 71 c.; [pamasa ccbnka:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlaev_BezopVSLP ump.p
df

6. Ilepeuenn y4eOHOI JUTEPaATYpPHI
6.1. OcHoBHasA nuTepaTypa

5. 3eH3uH, A.C. UHPopMauuoHHble W TeNeKOMMYHUKALWUOHHbe CeTu:
yuyebHoe nocobue / A.C. 3eH3uH; MuHuctepcTtBo ob6pa3oBaHUs W HayKu
Poccunickon  Oepepaumn,  HOBOCMOGUPCKUM  rOCYAAPCTBEHHbIA  Te@XHUYECKUU
yHuBepcuteTt. - HoBocubupck: HITY, 2011. - 80 c.: Tabn., cxem. - ISBN
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978-5-7782-1601-3; To Xe [ IneKTpoHHbIN pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=228912 (15.05.2019).

6. Maueona, J. be3omacHocTb ceten : yuebHoe nocobue : [16+] / 3.
ManBona. - 2-e wu3a., wucnp. - MockBa : HaumoHanbHbli  OTKPbITHIA
Yuuepcutetr «WHTYUT», 2016. - 572 c. : cxem., un. - PexuMm pgocrtyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=429035
(pata obpawenusa: 09.03.2023).

7. OcHOBb QAAMMHUCTPUPOBAHUA MH(POPMALMOHHBIX CUCTEM : YyuebHoe
nocobue : [16+] / L. 0. bobvHueB, A. Jl. Mapyxnewko, Jl. 0. MapyxneHko
[v ap.]. - MockBa ; bepnuu : Aupekt-Measma, 2021. - 202 c. : wn., Tabn.

- Pexum AocTyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=598955 (aata obpaweHus:
09.03.2023). - bubnuorp. B KH. - ISBN 978-5-4499-1674-7. - DOI

10.23681/598955.

6.2. JlononHuTenbHaa nuTepaTypa

8. pockypsikoB, A.B. KomnbiwTepHbie CeTU: OCHOBbl MOCTPOEHUSA
KOMNbOTEpPHbIX CeTeln U TenekoMMyHukauun : [16+] / A.B. [lpockypsikoB. -
PoctoB-Ha-Jlony ; TaraHpor : IkHbii (epepanbHblii yHUBepcuTeT, 2018. - 202
C. : un. - Pexum aocTtyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=561238 (aata obpaweHus:
23.04.2021). - bubnuorp.: c. 195-196. - ISBN 978-5-9275-2792-2. -
TeKCT : 3NMeKTPOHHbIN.

9. Tlypuukosa, A.C. CoctaB u @yHKuun ceteBoro obopysosaHuss KKC/
A.C. TlypuukoBa. -MockBa: IJlabopatopusa kHuru, 2012. -134 c.: Tabn.,
cxem. - ISBN 978-5-504-00259-0; To xe [dnekTpoHHbii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=142472

7. lIlepeyenb pecypcoB HH(POPMANUOHHO-TEJIEKOMMYHUKAIMOHHON  CeTH
«HTEpHeT», HE0OXOAUMBIX 1JISI 0CBOCHHMS JUCHMILIUHBI

10. WHTepHeT-caWT oOTKpbITOro nporpaMmmHoro obecneueHus  OpenNET
(http://opennet.ru/)

11. WHTepHeT-canT kKomnanuu Cisco-Poccus (http://www.cisco.ru/)

12. OnepauuoHHaa cuctema Linux Ubuntu (http://www.ubuntu.com)

13. [llporpaMMmHbii  NpOAYKT BUpPTyanu3auun AN ONepauMoHHbIX CUCTEM
http://www.virtualbox.org)

14. CeteBoii ckaHep Nmap (http://nmap.org)

15. AHanu3atop ceteBoro Tpapuka Wireshark (http://www.wireshark.org)

16. paduueckuin cumynatop cetu GNS3 (http://www.gns3.net)

8. ®oHx OUEHOYHBIX MATEPHAJIOB /JIA MPOBEACHUS TEKYLIero KOHTPOJS
YCIIEBAE€MOCTH M MPOMEKYTOYHOM ATTeCTALNH

CoaepxaHue NPOMEXYTOUHOW aTTecTauuuM pacKpbLiBaeTcss B KOMMeKTe
KOHTPONMpYWMX MaTepuanoB, NpeAHAa3HAUYEHHbIX ANs MPOBEepPKU COOTBETCTBUA
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YPOBHSI NOATrOTOBKM MO AucuunnuHe TtpeboBaHuam OI0C, kKoTopble XpaHATCA Ha
Kaheape-pa3pabotuuke PlJl B neyaTtHom Buge u B 3UOC.

9. Ilepeyenr  MHPOPMALMOHHBIX  TEXHOJOTHH,  HCHOJb3yEeMbIX  IPH
OCYIIeCTBJICHMH 00pa30BaTeJIbHOI0 Ipolecca Mo AUCHHUILIMHE, BKJIIOYas
nepeyeHb NPOrPAMMHOIO olecne4yeHUs] M HMH(OPMANUOHHBIX CIHPABOYHBIX
CUCTEM

Ans ycnewHoro OCBOEHUS AUCLMMIIMHBI MCMONb3YNTCS Pecypchl 3NeKTPOHHOW MWH(GOpPMaLMUOHHO-
o6pa3oBaTenbHOi cpedbl, oGpa3oBaTenbHble WHTEPHET-NOpTanbl, rno6anbHas KoMNblTepHas
ceTb  WHTepHerT. B npouecce M3yuyeHUs  AMCUMNNMHBI  NPOMCXOAUT  MHTEpPaKTUBHOE
B3auMogeiicTBue obyuawwerocs C npenojgaBaTeneM 4epe3 MWUHbIA KabMHeT CTyAeHTa.

Nemn Hcnosab3yemoe nporpaMMHoe obecrneyeHune

1 LibreOffice

1 Cisco Packet Tracer

2 Debian

2 Windows

3 Dia

3 AHTusupyc Kaspersky

4 FreeBSD

6 Linux

6 VirtualBox

7 Mozilla Firefox

9 Windows Server

11 Wine

13 7-Zip

Nenn Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALIMOHHBbIE
CIIPaABOYHBIC CUCTEMBI

1 HauvoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3b) - cBOGOAHBIA AOCTYNn uuTaTenei
K ¢oHaaM poccuickux 6ubnuotek. CoAepxuT  Konnekuuum  OUUPPOBAHHBIX
AOKYMEHTOB (KaK OTKpbHTOro JocTyna, TaK W OrpaHUYeHHbX aBTOPCKUM
npaBoM), a TaKxe KaTanor W3jaHun, XxpaHauuxca B 6Gubnuotekax Poccum.
(http://u36.pd/)

10. Onucanue  MaTepuaJbHO-TEXHHMYECKON  0a3bl, HeoOXoauMoOH  JJIA
0CYIIIECTBJIEHHSI 00Pa30BaTEJIbLHOI0 MPOoIecca Mo JUCIUIIHHE

HaumeHoBaHMe cienMaJIbHbIX NOMEILEHUH U MOMelleH’il JJIsl CAaMOCTOATEIbHON paﬁoTu

yyebHble ayAMTOPUM ANs NpoBeAeHUs yuyeGHbIX 3aHATHIA

noMeweHnsa Ansi CaMoCTOSITENbHON pa60TbI

MaTepuanbHo-TexHUYeckoe ob6ecneueHue " OpraHu3aums
o6pa3oBaTenbHOro npouecca no AUCUMNNKMHE  ANA  MHBaNMAOB U nuy C
OrpaHUYEHHLIMW BO3MOXHOCTSIMM 3J0POBbSi OCYWECTBNSGTCA B COOTBETCTBUM C
«NonoxeHuem 06 06yyeHWM MHBANMAOB U NUL C OFPAHUUYEHHLIMU BO3MOXHOCTSMU
340pPOBbA».




