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1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KOMl'leTel-[[[I/lfl Conepmaﬂne KOMIICTCHIITUN I/IHI[I/lKaTOp Coz[epma}me HHAUKATOpAa
BbibupaeT MH(pOPMAUMOHHbIE TeXHONOrUU
CNocoGeH  NOHMMATL  MPMHMNK U MpOrpaMMHbie CpeACTBa, B TOM uucne
paboThi COBPEMEHHbIX OonK-2.1 O0TeyeCTBEHHOro MNpoOM3BOACTBa, MpH
WHBODMALHOKHBX  TEXHOMOTWA M peweHuun 3ajay npojeccmoHanbHoii
MPOrpaMMHbIX CpPeACTB, B TOM ACATENbHOCTH
OnK-2 uncne 0TeYeCTBEHHOrO Wcnonb3yer COBpeMeHHble
MpPOU3BOACTBA, M UCNONb30BaTh MHQOpMALMOKHLIE TexHonorum "
P - ) oeucrm sagau | ONK-2.2 nporpaMmHbie CpeaCcTBa, B TOM uucne
NPOBECCHOHANbHO ACATENbHOCTH 0TEeYeCTBEHHOT0  MPOM3BOACTBa, MpH
peweHuu  3ajau npofjeccmoHanbHoii
AesTenbHOCTH
CnocobeH pewaTb CTaHAAPTHble
3ajaum npoeccMoHanbHol
AeATeNbHOCTH Ha OCHoBe
MH(OPMALMOHHOI " Mpumenser MH(OPMaLIMOHHO-
OnK-3 6ubnuorpadmueckoin KynbTypsl € | ONK-3.2 KOMMYHUKAUMOHHbIE ~ TEXHonoTUA AnA
npuMMeHeHneM MH(OPMALIMOHHO- peueHns CTaHAapTHbIX 3ahad
KOMMYHUKAUMOHHbIX TEXHOMOTuiA M MPOPeCCHORANLHON ARATENILHOCTH
C YuYeTOM OCHOBHbX Tpe6oBaHuii
UHOpPMaLMOHHON 6e30MacHOCTH
CnocobeH yyacTBoBaTb B
pa3paboTke CTaHAApTOB, HOPM W
- NpumenseT CTaHAapThl, HOpPMbI,
npaBun, a TaKKe TeXHUUYeCKon
OnK-4 OKVMeHT LMK CBA3aHHOI c OnK-4.1 npasuna, TexXHUYECKYl AOKYMeHTauuio B
ﬁpo%eccuo:anéuoﬁ npoeCcCMOHaNbHOW AeATEeNIbHOCTU
AeATeNnbHOCTbI
CnocobeH MHCTannupoBaTth | oo o 4 WUHcTannupyeT nporpamMmHoe
nporpaMMHoe " annapaTHoe ) obecneyeHne COrNacHO MHCTPYKLMAM
OnK-5 obecneyeHue ans KommyTupyeT annapaTHoe o6ecneyeHue
UH(HOPMALIMOHHBIX u | ONK-5.2 B cocTaBe MH(HOPMaLIMOHHBIX ]
aBTOMATU3UPOBaAHHbLIX CUCTEM ABTOMATU3MPOBAHHbLIX CUCTEM
2. MecTo TUCUMIVIMHBI B CTPYKTYpPe 00pa3oBaTeJibHOM NMPOrpaMMbl
JncumnnuHbl (NpaKkTUkKK) , Apxutektypa 3BM, WHCTpyMeHTanbHbie CpeACTBa
npeawecTBywme W3yueHui | MONb3oBaTens
AUCLUNTIUHDI, pe3ynbTaThl
ocBoeHUA KOTOPbIX Heob6xoAnMbl
ans 0CBOEHHUS AaHHOW
AUCLUNTIUHDI .
AncumnnuHel  (NpaKTUKK) , AN WHdopmauuoHHas 6e3o0nacHOCTD, CeTeBble
KOTOpbIX pe3ynbTaThl OCBOEHMs | TEXHONOTUU B SKOHOMUKE
JNaHHOWN AUCLUNJTUHDI ﬁynyT
HeobxoanMbl, KaK BXOAHbIe
3HaHuA, yMeHUa U BllajeHus
Ana UX U3yJYeHus.

3. O0beM AUCUHMILIMHBI B 3a4Y€THBIX €IMHHUIIAX C YKA3aHHEM KOJUYeCcTBA
aKaJleMU4€eCKNX YaCOB, BbIIeJICHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aronierocs ¢
npenojaasarejeM (M0 BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOATEJIbHYI0 padoTy

o0yuyarierocst

06wu obbeM AUCUMMNUHbLI B 3.e.

/vac: 5 / 180




dopMa NpoMeXyTOYHO/i aTTecTauuu: IK3aMmeH

Buabl 3ansTHii, NX TPYI10eMKOCTH (Yac.) O0BbeM KOHTAKTHOM
a00ThI
dopma p
o0ydenus Jlekunu JlabopatopHble | IIpakTnyeckne | CamocrosiTeJbHasi odyuaromerocs ¢
padoThI 3aHATHUSA padora npenoaasaresiemM
(uac)
OYHO -
16 32 0 132 62
3a0yHas

4. Copaep:kanue IMCUMIUIMHBI, CTPYKTYPHPOBAaHHOEe IO TeMaMm (pasgejaM) ¢
YKa3aHMEM OTBEJCHHOr0 HA HUX KOJHYECTBA aKaJeMHUYeCKMX 4YacOB M BUIAOB
y4eOHbIX 3aHSTHI

dopma obyueHUna: OUHO - 3a04YHanA
Cemecmp: 3

Jlekunonuwple 3ansaTus (164.)
1. OO0mue cBegeHHe 0 KOMNbITEPHBLIX ceTsax {0ecema} (2u4.)[3,4,5,7,8] UcTopus
CO3JaHUA KOMMNbTepHbX ceTel. Knaccupukaumsa cetein. Tononmoruu. CTaHAaapThl
KOMNbloTepHbIX ceTei. OCHOBbI OpraHuM3auuMum KoMnblTepHbx ceTen. Moaenb 0SI.
Moaenb u ctek npotokonos TCP/IP.
2. @usnyeckMd YypoBeHb {C JJIEMEHTAMH JJICKTPOHHOI0 OOy4YeHHUH
AUCTAHUMOHHBIX 00pa30BaTEeJbLHBIX TexHoJorui} (24.)[3,4,5,6,7] Ousunuecku
ypoBeHb. Cpeaa nepejauu AaHHbiX. XapaKTePUCTUKM KaHanNoB CBA3M
3. KananbHblii ypoBeHb {C 3JIeMEHTAMH JJIEKTPOHHOr0 OO0y4YeHUS] H
AACTAHIHOHHBIX 00pa3oBaTeJLHbIX TexHogormii} (44.)[2,3,4,5,8] KaHanbHbil
ypoBeHb. TexHonorus Ethernet. MAC aapeca. Metoa poctyna K pa3jensiemon
cpeae CSMA/CD. KommyTtaTtopbl Ethernet. VLAN. Mpotokon STP. Wi-Fi. Metoa
aoctyna K pasaensiemonn cpege VSMA/CA. dopmat kaapa. Cepsuchl Wi-Fi.
4. CereBoil ypoBeHb {C 3JIeMEHTAMM JJICKTPOHHOI0 O0yYeHUS U JUCTAHUMOHHBIX
o0pa3oBaTeJbHBIX TexHoJsoruii} (24.)[2,3,4,6,8] CeteBon ypoBeHb. IP-aapeca.
Mpotokon IP. [potokon DHCP. TMpotokon ARP. I[potokon ICMP. T[lepeaaua
NMakeToB Ha CeTeBOM U KaHalbHOM YPOBHSAX.
5. TpaHCHOpTHBII YpPoOBeHb {C 3JIeMEHTAMH 3JJEKTPOHHOI0 OOy4YeHUS H
AUCTAHIIMOHHBIX 00pa3oBaTeJbHBIX TexHogoruii} (34.)[2,3,4,5,7] TpaHCNOPTHbINA
ypoBeHb. [lpotokon UDP. [Mpotokon TCP. WHTephenc coketoB. [poToKonsl,
UHTEephencsl U cepBuchl. MexceTeBble SKpaHbl.
6. IlpuxknaagHoili ypoBeHb {C DJJieMEHTAMHM JJEKTPOHHOr0 OOy4YeHHUA U
AUCTAHIHOHHBIX O00pa3oBaTejbHBIX TexHodormi} (34.)[2,3,4,6,7] [puknaaHou
ypoBeHb. Cuctema pomeHHbix uMEH DNS. [lpotokon DNS. [potokon HTTP.
MpoTokon SMTP. MNpotokon POP3. MpoTtokon IMAP. MpoTtokon FTP.

n
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JlaGopaTopHblie padoTsbI (324.)




1. ITaccuBHOe 000pyIOBaHHE JIOKAJBHBIX ceTeil {C 3JIeMeHTAMH 3JIEKTPOHHOIO
00y4eHHUs1 U TUCTAHIIMOHHBIX 00pPa30BaTeJIbHbIX TEXHOJOIHii} (24.)[1,3,7]

2. MoHTax ka0eJbHOro 000py10BaHUS {C 3JIEeMEHTAMH JJIEKTPOHHOI0 O0yUeHUs U
AMCTAHIIMOHHBIX 00pa3oBaTelbHbIX TeXHOJIOTHii} (34.)[1]

3. CeteBble koMaHabl OC Windows. ARP, PING, IPCONFIG {c 3i1emeHTaAMHU
JJIEKTPOHHOT0 OOy4YeHUSI W JUCTAHIMOHHBIX 00pPa30BATEJLHBIX TEXHOJIOIHUIl}
(u.)[1]

4. CereBbie komMaHabl OC Windows. NET {c¢ siaemeHTamMH 3J1€KTPOHHOIO
00y4eHUs U AUCTAHIIMOHHBIX 00Pa30BaTeJIbHbIX TeXHOJIOTHii} (44.)[1]

5. CereBble xkoManabl OC Windows. ROUTE, TRACERT, PATHPING {c
3JIEMEHTAMH JJIEKTPOHHOIO0 OO0y4YeHMs] W JIMCTAHUMOHHBIX O00pPa30BaTeIbHBIX
TexHoJorui} (24.)[1]

6. OcnHoBbl padorsl ¢ FTP {c »3jJeMeHTaMH 3JIEKTPOHHOIO OOy4YeHUS H
AMCTAHIIMOHHBIX 00pPa30BaTeJbHbIX TeXHOJIOTHIA} (44.)[1,7]

7. ¥YcranoBka m Hactpoiika Comodo Firewall {c¢ 3jemeHTamMu 3J1eKTPOHHOIO
00y4eHHUs1 ¥ TUCTAHIIMOHHBIX 00pa30BaTeJIbHbIX TeXHOJOTHIi} (44.)[1,8]

8. Padora B WHIRESHARK {c »3jemeHTamMM 3JIEKTPOHHOrO OO0y4YeHUS] H
AMCTAHIIMOHHBIX 00pa30BaTeIbHbIX TeXHOJIOTHIi} (44.)[1,8]

9. IIpoekTHpOBaHME KOPIOPATUBHON KOMIILIOTEPHOI ceTH {pa3padoTka mpoeKTa}
(64.)[1,2,4,7,8]

CamocrosiTesibHas padora (1324.)
1. IloaroroBka K JIEKIIMOHHBIM 3aHATHAM {C 3JJIeMEHTAMH 3JIEKTPOHHOIO
00y4eHUs1 U TUCTAHIIMOHHBIX 00pa3oBaTebHbIX TexHoJoruii} (304.)[2,3,4,5,6,7,8]
2. IMoaroroBka K BBHINOJHEHHIO U 3alIMTE JA0OPATOPHBIX PadoT {C 3J1eMeHTaMu
3JIEKTPOHHOTO0 OOYYeHHSI W JMCTAHUMOHHBLIX 00pa30BaTEeJbHBLIX TEXHOJOTHA}
(66u.)[1,2,3.4,5,6,7,8]
3. HoaroroBka K 3K3aMeHY {C 3JJIEeMEHTAMM JJIEKTPOHHOIO OOy4YeHUH H
AMCTAHIIMOHHBIX 00pa3oBaTeIbLHbIX TexHoJoruii} (364.)[1,2,3,4,5,6,7,8]

5. IlepeueHb Y4eOHO-METOAUYECKOTO OO0ecHeYeHHUs] CAMOCTOSITeJbHON PadoThI
00y4aIuXxcs Mo JUCUHUIJIMHE

Ana  kaxaoro obyvawuweroca obecneyeH MHAUBUAYANbHbIA  HEOTr PAHUUEHHbIN
AOCTYN K 3MeKTPOHHON WHPOpMauUUOHHO-ob6pa3oBaTenbHou cpeae AnTlTY:

1. TomaweBa, JI. K. Metoanueckue yKa3aHMA NO  BbINONTHEHUI
nabopatopHblx paboT no AucuunnuMHe «BbluMCNMTenbHbie CUCTEeMbl, CeTU U
TenekommyHukaumn» / J1.10. TomaweBa; Antl[TY wum. W.WN. [lon3yHoBa. -
bapHayn, AnTlTY, 2023. - 13 C. Pexum AocTyna:
http://elib.altstu.ru/eum/download/ise/uploads/tomasheva-1-yu-ise-
5fd322c¢9741c¢6. pdf



6. IlepeyeHb y4eOHOM JJUTEPATYPBI
6.1. OcHoBHas nuTepaTypa

2. BacseBa, H.C. [lpoekTupoBaHue mnOKanbHbIX BbLIYUCIUTENbHLIX CeTeu:
yuebHoe nocobue pna Kkypcosoro npoektupoBawua / H.C. BacseBa, E.C.
BacseBa ; [lOBONMKCKWMA roCyAapCTBEHHbIA TEXHONOrMYECKUWA YHUBepCUTeT. -
lowkap-Ona : [MoBOMKCKM/ rOCYAApPCTBEHHbI TEXHONOrMYEeCKHUii YHUBEpcuTeT,
2019. - 94 c. : wn. - Pexum pocTtyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=560566 - bubnuorp.: c.
78-79 - ISBN 978-5-8158-2062-3. - TeKCT : 3MEeKTPOHHbIA.

3. lpuuenko, 10.b. BbluncnutenbHbie CUCTEMbl, CETUM W TENEKOMMYHUKaLUM

yyebHoe nocobue / 0.b. TpuyeHko ; Tomckun [ocyaapCTBEHHbIV
YHUBEPCUTET CUCTeM ynpaBneHuss U paauosnekTpoHukn (TYCYP), OakynbTeT
ANCTaHUMOHHOro obyueHua. - Tomck : TYCYP, 2015. - 134 c. : cxem.,
Tabn., un. - Pexum AocTyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=480639 - bubnuorp.: c.
123-124. - TeKCT : SNEKTPOHHbIA.

4. TlpockypskoB, A.B. KomnbioTepHoie CeTU: OCHOBb MNOCTPOEHUSA
KOMNbOTEPHbIX CeTel U TenekommyHukauun : [16+] / A.B. [lpocKypsikoB ;
MuHUCTEpPCTBO Hayku U Bbicwero obpa3oBaHus Poccuinickon OPepepauum, I0XHbIN
heaepanbHbii yHUBepcuTeT, UHXeHepHO-TexHonoruyeckas akagemusa. - PocToB-
Ha-flony ; TaraHpor : HWxHbin depepanbHbii yHuBepcuTeT, 2018. - 202 c.
un. - Pexum AocTyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=561238 - bubnuorp.: c.
195-196. - ISBN 978-5-9275-2792-2. - TeKCT : 3NeKTPOHHLIN.

6.2. JlononHuTenbHaa nuTepaTypa

5. KosraH, H.M. KomnbioTepHbie ceTu : yuyebHoe nocobue : [16+] /
H.M. KoBraH. - MuHck : PWUNO, 2019. - 180 c. : wun., Tabn. - Pexum
jocTtyna: no noanucke. - URL:

https://biblioclub.ru/index.php?page=book&id=599948 - bubnuorp. B KH.
- ISBN 978-985-503-947-2. - TeKCT : 3NEKTPOHHbIA.

6. CeTn u cucTembl TeneKoMMyHMKauuin: yuyebHoe 3NMeKTPOHHOE WU3AaHUE
[16+] / B.A. MNorouuH, A.A. TperbsikoB, W.A. Enuzapos, B.H. Hasapos ;

TaM60BCKUA  roCyfapCTBEHHbIN  TeXHUYeCKUn yHuBepcuteTr. - Tambos

TaMb60BCKMIA rOCyAapCTBEHHbIN TexHuueckun yHusepcutet (TITY), 2018. - 197
C. : un. - Pexum aocTtyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=570531 - bubnuorp.: c.

190-191. - ISBN 978-5-8265-1931-8. - TeKCT : 3NeKTPOHHLIN.

7. Ilepedyenbp pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHUKALIMOHHON  CeTH
«/HTEpHET», HEOOXOAMMBIX JIJI1 OCBOCHUS TUCHHUILIMHBI

7. https://www.intuit.ru/studies/courses/1/1/info
8. https://www.intuit.ru/studies/courses/57/57/info



8. ®oHa OUEHOYHBIX MATEPHAJIOB /I NPOBEACHUS TEeKYLIero KOHTPOJS
YCIIeBAeMOCTH M MPOMEKYTOYHOM aTTecTAlnu

CoaepxaHue MPOMEXYTOUYHOM aTTecTauuum pacKpbiBaeTcsi B KOMNneKTe
KOHTPONUPYOWUX MaTepuanoB, npeAHa3HAYEHHbIX AN MNPOBEPKU COOTBETCTBUSA
YPOBHS MOATrOTOBKM no AucuunnuHe TtpeboBaHuam OI0C, KoTopbie XpPaHATCA Ha
Kadeape-pa3pabotumke Pl B neuatHom Buge u B I0C.

9. Ilepeyenr  MHGOPMALMOHHBIX  TEXHOJOIMH,  HCHOJb3yeMbIX  IpPH
OCYLIECTBJICHUH 00pa3oBaTeJIbHOI0 IMpouecca Mo AUCHUIUIMHE, BKJIOYasi
NepeYyeHb MNPOrPaMMHOIO olecnedyeHUss M HMHMOPMALMOHHBIX CIPABOYHbIX
CHCTEM

Insa ycnewHoro ocCBO€HUA AUCUUNNAUHBI UCNONb3YyHNTCA pPeCypcChl BHeKTPOHHOM MH¢OpMauMOHHO-
06pa3OBaTEHbH0ﬁ cpeabl, 06pa3OBaTeanMe UHTEepPHeT-nopTanbl, rnobanbHas KOMNbOTEpHaAd
ceTb WHTepHeT. B npouecce n3yyeHus ANCLUUNIUHDI npouncxoaunT MHTEepPaKTuBHoOe
B3auMoAeincTBue OﬁyanNEFOCﬂ C npenojaBaTtenem yepes NUYHbIA KabuHeT CTyAeHTa.

Nenn Hcnoab3yeMoe nporpaMmmHoe odecrnevyeHmne
1 Chrome
1 LibreOffice
2 Windows
3 AHTuBupyc Kaspersky
3 Mozilla Firefox
5 Wireshark
Nenn Hcnoas3yembie npodeccuoHaNbHbIe 0a3bl JAHHBIX M HH(POPMALMOHHBIE
CIIPaABOYHBIC CUCTEMBI
1 HauvoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3b) - cBOGOAHBIA AOCTYNn uuTaTenei
K ¢oHaaM poccuickux 6Gubnuotek. CoAepxuMT  Konnekuuum  OUUPPOBaAHHBIX
AOKYMEHTOB (KaK OTKpbHTOro jocTtyna, TaK W OrpaHWYeHHbX aBTOPCKUM
npaBoM), a TaKxe KaTanor W3jaHui, XxpaHaumxca B 6ubnuotekax Poccum.
(http://H36.pd/)

10. Onucanue  MaTepuaJbHO-TEXHHMYECKON  0a3bl, HeoOXoauMoOH  JJIA
OCYIIECTBJIEHHSI 00Pa30BaTEJIBLHOI0 MpoIecca Mo AMCIUIIHHE

HaumeHoBaHMe crieliMAJIbHBIX MOMEILEHUH U MOMelleH’il JJIsl CAaMOCTOATEIbHOM pa60T1)1

yye6Hble ayAMTOPUM ANs MpoBeAeHUs yuyeGHbIX 3aHATHIA

noMeweHns Ansi CaMoCTOSITENbHON paGOTH

MaTepuanbHo-TexHUYeckoe obecneyeHue U OpraHu3auus
o6pa3oBaTenbHOro npouecca MO AUCUMNNIMHE AN WMHBANMAOB W My C
OrpaHUUYEHHLIMW BO3MOXHOCTSIMM 3J0POBbSi OCYWECTBNS@TCA B COOTBETCTBUM C
«MonoxeHnem 06 o06yuyeHWM WHBANUAOB M NUL C OrPAHWMYEHHbIMM BO3MOXHOCTSAMM
340pPOBbA».




