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3amuThl HHpopManuu (B chepe TEXHUKH U TEXHOJIOTMH, CBA3AHHBIX C
o0ecredyeHHeM 3aIMIIEHHOCTH 00beKTOB HHGOpMATH3AIMHI)

CTtaTyC AMCUMNNUHLI: oOsi3aTeIbHASI YaCTh

dopMma obyueHusi: ounasi

Craryc JoKHOCTD N.0. Pamunus
Pa3paboTan CTapuuin npenojaBaTesb A.N. bopuckuHa
3aB. katbeapou «NBTullb» A.T. SAKyHuH
Cornacosan PYKOBOAUTENb HAMpPaBNeHHOCTH E.B. llapnaes
(npoguns) nporpammsl

r. bapHayn



1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KOMl'leTel-[I[I/lﬂ Couepmaﬂﬂe KOMIICTCHIITUN I/IH}II/IKaTOp Coz[epma}me HHAUKATOpAa
OnucoiBaeT ponb uHhopmMaumm,
Cnoco6en oueHuBaTb POTb | onK-1.1 MHOPMALIMOHHO - KOMMYHUKALMOHHBIX
UH(opMaLmK, MH(OPMaLIMOHHBIX ’ TEeXHONOrui ] MH(OPMALIMOHHOW
TEXHONOMMA U WUHPOPMALMOHHOM 6e3onacHocTH B coBpeMeHHOM oflwecTBe
ONK-1 6e30MacHOCTM B COBpEMEHHOM OueHuBaeT BaXHOCTb NpUMeHeHus
obuectBe, WX 3HaueHue AnA MHYOPMALIMOHHO - KOMMYHUKALMOHHBIX
obecneuenus 06beKTUBHbIX ONK-1.2 TEXHONOrnii 7 MH(OPMALIMOHHOM
notpe6HocTen NIUYHOCTH, : 6e3onacHocTH ans obecneyenus
obwecTBa U rocysapcrea notpe6HocTeil nUYHOCTU, obwecTBa U
rocyjapcrsa
2. MecTO TMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrPaMMbl
AncumnnnuHsl (nNpaKTuku) ,
npeawecTteywiuue N3YyUYeHU
AUCLUNTIUHDI, pe3ynbTaThl
0CBOE€HUA KOTOpbIX Heo6xoAnMbl
ans 0CBOEHHUSA AaHHOW
AUCLUNTIUHDI .
AncumnnuHsl (ﬂpaKTMKM), ansa | OpraHusaumonHoe " npasoBoe obecneueHune
KOTOpbX pe3ynbTaTbl OCBOEHMS WHpopMaunoHHO 6e3onacHocTu, OCHOBbI ynpaBneHUs
NaHHOJA AVCLMNAMHB 6yayT UHDOPMaALMOHHOM 6e3onacHoCTbN, porpamMHo-
6 annapaTHbie cpeAcCTBa 3alluThl MH(I)OpMaLIMM,
HEO0DXO0ANMbI , KaK BXOAHbIE | 1ayyyyeckas 3auuTa MHhopMauum
3HaHUA, YyMeHWA U BnajeHusa
aAna UX U3yuvyeHus.

3. O0beM MUCHUIUIMHBI B 3a4YeTHBIX €IUHUIAX C YKA3aHHEM KOJHYeCTBA
aKaJeMHYeCKHX YaCOB, BbIJCJCHHbIX HA KOHTAKTHYI padoTy o0y4amouerocs ¢
npenojaasareseM (Mo BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOSTEJbHYI0 padoTy

o0y4yarierocst

06wun obbem aucuunnuuHel B 3.e. /yac: 3 / 108

dopMa nNpoMexyTOYHOM aTTecTauuu: 3auvet
Bunpl 3aHsTHIl, HX TPYI10€eMKOCTH (Yac.) O0BbeM KOHTAKTHOM
®opma padoTsl
oﬁyqpeﬂn a Jlexuun JladoparTopusbie | IlpakTuyeckue CamocTosiTe1bHAS oGy4arouerocs ¢
padoThI 3aHATHSA pabora npenojgaBaTejemM
(uac)
oyYHas 32 0 48 28 84

4. CoaepkaHue IMCHUILVIMHBI, CTPYKTYPUPOBAaHHOEe IO TeMaM (pa3gejam) ¢
YKa3aHHeM OTBEeJAE€HHOr0 HA HUX KOJHYECTBA aKaJeMH4YeCKMX 4acOB M BHUI0B

Y4€eOHBbIX 3aHATHH

dopma 06yueHUa: ouHan




Cemecmp: 1

JlekunonHnple 3aHaTHA (324.)

1. BBeaenne B MHGOPMAUMOHHYK 0€30MACHOCTH {C IJI€MEHTAMH 3JIEKTPOHHOIO
o0yuyeHHs] M [AUCTAHIUOHHBLIX 00pa3oBaTeJbHbIX TexHoJorui} (64.)[2,3.4,5,6,7]
CywHocTb M noHaTue Wb, xapakTepucTuka ee cocTtasnswoumx. Mecto Wb B
cucteMe HauuoHanbHou G6Ge3onacHocTu PO. 3HaueHune uHPopMauunm B pasBUTUK
coBpeMeHHOro obwectBa. Ponb WH(poOpMauuu, MHHOPMALMOHHO-KOMMYHUKALMOHHBIX
TexHonorun um Wb B coBpemeHHoM ob6uwectBe. [lpumeHenne WUKT u Wb Ana
obecneueHus notpebHocTelt NUYHOCTU, obwecTBa M rocypapcrsa.

2. OcHoBbl uHpopManMOHHON Oe3onacHocTH PP {c 3j1eMeHTAMH 3JIEKTPOHHOIO
o0y4yeHUs] M JUCTAHIHUOHHBIX 00pa3oBaTebHbLIX TexHojJoruu} (44.)[2,3,4,5,6,7]
KoHuenTyanbHas Mojenb UM OCHOBHble mnoHATMA. 06bekThl obecneuyeHus
uHpopMaumoHHon 6e3onacHocTu Poccunm. Cuctema yrpos  UHPOPMALUOHHOM
6esonacHoctu Poccum. Monutuka obecneueHuss UH(popMmauuoHHOV 6Ge3onacHOCTH
Poccun. Cuctema obecneyennsa uHhopMmaumoHHon 6e3onacHocTu Poccuu.
HopmMaTuBHO-MeTOAMUYECKME AOKYMEHTbI: JlokTpuHa WH(OPMALMOHHOW
6e3onacHocTtu Poccuiickon Oepepaumu. CTpaTterumsa pasBUTMA MH(POPMALMOHHOTO
obuwectBa B Poccuiickon 9epepaummn Ha 2017 - 2030 roabl

3. OcHoBbl HHGPOPMANMOHHOW 0€30MACHOCTH OPraHU3anvu {C 3JeMEeHTAMH
JJIEKTPOHHOT0 OOy4YeHHUSI W JAUCTAHIHMOHHBIX 00pPa30BATEeJbHBIX TEXHOJIOIHUIl}
(44.)[2,3,4,5,6,7] KoHuenTyanbHas MoAenb U OCHOBHble MOHATMA. 06beKTHI

obecneueHus UHDOPMaLMOHHON 6e3onacHocCTH opraHu3auum. Yrpo3swl
WHpOpMaUMOHHON  6e30MacHOCTM  OpraHuM3auuu. Monutuka  obecneueHus
UHPOPMALIUMOHHOM 6e3onacHoCTH OpraHu3auuu. Cucrema obecneyeHus
WH(HOpPMALMOHHOW 6e30nacHOCTH OpraHu3auum. Moaenb 6e30nacHOCTH

MH(OPMALMOHHbLIX TEXHONMOMWUA OpraHUu3auuu.

4. CymHOCTb U 00BEKTHI 3aIUUTHI MH(pOPMANUH. {C JIEMEHTAMH 3JIEKTPOHHOI0
o0yuyeHHs] M [AUCTAHIMOHHBLIX 00pa3oBaTeJbHBIX TexHoJorui} (64.)[2,3.4,5,6,7]
loHaTHe, cCywHOCTb, UENW W KOHUenTyasrbHble OCHOBb 3aWuTbl WH(pOpMaLUK
(3). CoctaB u ocHoBHble cBoWcTBa 3W. Hocutenu 3N. Knaccupukaums
KOHPUAEHUUANbHON UHopMaLmUK no BUAAM TalHbl " cTeneHsMm
KoHduAeHumanbHocTn. 06bekTh 3.

5. VYrpo3sl nHpOpPMaNUOHHON 0€30MACHOCTH {C 3JJEMEHTAMH 3JICKTPOHHOIO
00y4yeHUs] M JUCTAHIHUOHHBIX 00pa3oBaTebLHBLIX TexHoJoruu} (64.)[2,3,4,5,6,7]
MoHaTue n cTpyktypa yrpo3 3N. WcTouHuku u cnocobvl peanusaumu yrpo3 Ub.
ya3sumocTtu cucTem obpaboTku UHPopMaLUK . KaHanbl " MeTO/Abl
HeCaHKLUMOHMPOBAHHOTO AocTyna K KOHPUAGHUMUANbHON UHhOPMaLUK .
HanpaBnenusa, Buabl #u  0COOEHHOCTM  jeATenbHOCTM cney cnyxb no
HeCaHKUMOHMPOBAHHOMY AOCTYNMY K KOHdUAEeHUManbHO/W uWHpopMmauun. Tak xe
NOHMMaHUe 3HauyeHus WHPopMauuuM B pPa3BUTUM COBpPeMeHHOro obwecTtsa.

6. Cucremsbl 3amuThl HHGOPMAIIMHU. {C IEMEHTAMH FJIEKTPOHHOTO O0Oy4YeHHs] M
AUCTAHIMOHHBIX 00pa3oBaTeJbHBIX TexHoJorui} (64.)[2,3,4,5,6,7] Buabi, meTompl
U cpeAcTBa 3auwuthl MHpopmauun (3U). Ha3HaueHue M cTpykTypa cuctem 3U.
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TexHonorun G6Ge3omacHoCTU KomnbloTepHbix cuctem M 30 B AC. KomnnekcHas
cuctema 3 Ha npeanpusatum. CoBpemeHHbie npobnembl NpakTUKM obecneuyeHus
N N 31.

IIpakTuyeckue 3ansitus (484.)
7. BBenenue B MH(POPMALMOHHYIO Oe3omacHOCTh {nuckyccusi} (104.)[1,2,3,4,5,6,7]
CywHOoCTb M noHATME WHHOPMAUUOHHON 6Ge30nacHOCTH, XapaKTepucTUKa ee

COCTaBMANWMX . WHdopMaumoHHas BO/HA Kak  yrposa HaLMUOHanNbHOW
6e3onacHocTu. Mecto MHhopMauMOHHON 6e30MaCHOCTM B CUCTEMe HaUMUOHANbHOW
6e30nacHOCTH. Ponb UHPOpMaLUK, UHPOPMALIMOHHO - KOMMYHUKALIMOHHbIX

TexHonorun um Wb B coBpemeHHoM obuwectBe, npumeHenne WKT u Wb ans
obecneueHus notpebHocTen nNUMYHOCTU, obwecTBa M rocyaapcrea

8. Nudopmanuonnas de3onaciocts P® {pazpadorka npoekra} (84.)[1,2,3,4,5,6,7]
OcHoBbl Wb P®. CoctaBnenuwe wMogenu yrpo3 Wb PO, a Takke npuMeHeHue
MHPOPMALIMOHHBIX TEXHONOruM Ans noucka u o6paboTkM UHPOpMaLUK.

9. UndpopmanuoHHasi 0e30MaCHOCTh OpPraHm3anuu {padora B MaJbIX rpynmax}
(84.)[1,2,3,4,5,6,7] 06bekTbl, yrpo3sl u nonutuka Wb oprawmsaumn. Cucrtema
obecneuenus b opraHusauum.

10. 3ammra undopmauuu {auckyccus} (64.)[1,2,3,4,5,6,7] MoHATHE, CYWHOCTD,
uenn U KoHuentyanbHble ocHoBbl 3W. Knaccupukauuma KOHPUAEHUMANbBHOW
WH(OpMaUMKU MO BUAAM TaiHbl U CTeneHAM KoHpuAeHunanbHocTU. 06bekTb 3U.
11. ¥Yrpo3sl 6e3o0nmacHocTi HHPpopManuu {C 3JIeMEHTAMH 3JIEKTPOHHOI0 00yUeHUs
U JUCTAHIIMOHHBIX 00pa3oBaTeJbHbIX TexHosoruii} (84.)[1,2,3,4,5,6,7] oHATHe M
cTpyktypa yrpo3 30l. CocTtaBneHue mojenu yrpos uHpopmauuum Ha obbvekTe
UHpopmMaTU3auum. AHanu3 no sonpocaMm obecneuenus b

12. 3amura undgopmanuu {padora B majabix rpynnax} (84.)[1,2,3,4,5,6,7] Buasl,
mMetoapl M cpeactea 3. OnpeseneHune KOMMOHEHTOB W Krnacca CUCTEM 3auWuTbl
MHHOPMALIMOHHLIX CUCTEM Ha OCHOBe HOPMaTUBHO-METOAMYECKUX JOKYMEHTOB,
noabop M u3yueHMe HOPMATMBHBIX W MeToAMYeCcKuX MaTepuanos. KomnnekcHas
cucteMa 3 Ha npeanpuATUM.

CamocrosiTesibHasi padora (284.)
13. IHoaroroBka K TeKyleMy KOHTPOJIIO ycneBaemocTu(22y4.)[1,2,3,4,5,6,7]
14. TloaroroBka K NpPoOMe:KyTOYHOM aTTrecTauum (3a4ér)(64.)[1,2,3,4,5,6,7]

5. IlepeuyeHb Y4eOHO-METOAUYECKOIO OO0eCHEYEHHUs] CAMOCTOSTEJbHON PadoThI
00y4arImuxcs no JTUCUMILJIMHE

Ina kaxporo obyuvawuerocs obecneyeH UHAUBUAYANbHLIA  HEOrpPaHUYEHHbIV
AOCTYN K dNeKTpPOHHO/ MHhOpMauMoHHO-o6pa3oBaTenbHon cpeae AnTlTY:
1. 3arunaunos 0.H., bopuckuna A.N. OCHOBb MHHOPMALUOHHOM



6e3onacHocTu. MeToAuMueckue YyKasaHMA AN CEMMHApPCKUMX 3aHATUA  AnA
CTYAGHTOB  HanpaBneHMs  NOArotoBkM  «MNHPopMmaumoHHas  6e30MacHOCTb»
(oroc3++).2021 MeToanyeckue yKa3saHus, 651.00 Kb.
http://elib.altstu.ru/eum/download/ivtib/uploads/boriskina-a-i-ivtiib-
60dd6c6d4028e. pdf

6. IlepeyeHnb y4eOHOM JUTEPATYPBHI
6.1. OcHoBHas nuTepaTypa

2. TanateHko, B. A. OcHoBbl MH(popMauuoHHoV 6e3onacHoCTU : yuebHoe

nocobue / B. A. TanateHko. - 3-e u3a. - MockBa : WHTepHeT-YHuBepcuter
WndopmauuoHHbix TexHonoru (MHTYUT), An Mn Ap Meama, 2020. - 266 c. -
ISBN 978-5-4497-0675-1. - TekcT : DNeKTPOHHbA // INeKTPOHHO-
6ubnuoTeuHas cucrema IPR BOOKS : [canT]. - URL:

https://www.iprbookshop.ru/97562.html. - Pexum poctyna: Ans aBTOpPU3MP.
Monb3oBaTenen

6.2. JlononHuTenbHaa nuTepaTypa
3. TynbtaeBa, T. A. OcHoBbl MH(pOpMauuoHHoV 6e3onacHoCTU : yuebHoe

nocobme / T. A. TynbrseBa. - HoBocubupck :  HoBocubupckuii
roCyAapCTBeHHbIN TexHWYeckuin yHusepcutetr, 2018. - 79 c. - ISBN 978-5-
7782-3640-0. — TekCT : 3MeKTPOHHbM // INeKTpoHHO-6ubnMoTeuHas cucTtema

IPR BOOKS : [caumT]. - URL: https://www.iprbookshop.ru/91640.html. -
Pexum gocTtyna: Ansa aBTOpU3Mp. Nonb3oBaTenei

7. Ilepeyenb pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHHUKALIMOHHON  CeTH
«/HTEpHET», HEOOXOAMMBIX JIJI1 OCBOCHUS TUCHHUILIMHBI

4. OduumanbHbin canT OeaepanbHon cnyxbbl MO TeXHUYECKOMY M SKCMOPTHOMY
KoHTponi (®CTIK) Poccum [3neKTpoHHbIM pecypc]:- pexum poctyna: http://
www. fstec.ru.

5. OduumanbHbin  canT  deaepanbHOro areHTCTBa MNO  TEXHUUYECKOMY
perynupoBaHuic M MeTpoOnoruM [SNeKTPOHHbIA pecypc]l: pexum pocTyna:
http://protect.gost.ru//

6. OduumanbHbin  cant CoBeTa be3onacHocTn Poccuiickon OGeaepauuu
http://www.scrf.gov.ru/

7. NpaBoBasA cnpaBouyHas cuctemMa «lapaHT» [3NeKTPOHHbII pecypC]: -pexum
aoctyna: http://www.garant.ru

8. ®oHa OHEHOYHBIX MATEPHAJIOB /I TNPOBEACHUS TEKYLIero KOHTPOJS
YCIIeBA€MOCTH M MMPOMEKYTOYHOM aTTecTAlNH

CopepxaHue MPOMEXYTOUYHOM aTTecTauuum PpacKpbiBaeTcss B KOMNneKTe
KOHTPONUPYWWUX MaTepuanoB, npeAHa3HAYEHHbIX AN MNPOBEPKU COOTBETCTBUSA
YPOBHS NOArOTOBKM No AucuunnuHe TpebosaHusM OI0C, koTopbie XpaHATCA Ha



Kadeape-pa3pabotuuke PNJ B neuatHom Buae u B 3NOC.

9. Ilepeyenr  MH(POPMALMOHHBIX  TEXHOJIOTMH,  HMCHOJb3yeMbIX  MpPH
OCYIIeCTBJIEHUH 00pa30BaTeJIbHOr0 IMpolecca M0 JUCHUILIMHE, BKJIIOYas
nepevYeHb MNPOrpaMMHOrO odecrneyeHUMs: U HH(MOPMALMOHHBIX CHPABOYHBIX
CUCTEM

Insa ycnewHoro ocCBOe€HUA AUCUUNNIUHBI UCNONb3YyHNTCA peCypcChl BHeKTpOHHOﬁ MH¢OpMauMOHHO-
06pa3OBaTEHbH0ﬁ cpeabl, 06pa3OBaTeanMe UHTEePHeT-nopTanbl, rnobanbHas KOMNbOTEepHaAd
ceTb WHTepHeT. B npouecce n3yyeHus ANCUUNIUHDI npouncxoaunT MHTEepPaKTuBHoOe
B3auMoAeincTBue OﬁyanNEFOCﬂ C npenojaBaTtenem yepes NUYHbIA KabuHeT CTyA€eHTa.

Nenn Hcnoab3yeMoe nporpaMmmMHoe odecnevyeHme
1 Chrome
1 LibreOffice
2 Acrobat Reader
2 Windows
3 AHTusupyc Kaspersky
4 lapaHT
Nenn Hcnoan3yembie npogeccuoHaIbHbIe 0a3bl JAHHBIX M HH(POPMALMOHHBIE
CIIPaABOYHBIC CUCTEMBI
1 HauvmoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3b) - cBOGOAHBIA AOCTYN uuTaTenei
K ¢oHaaM poccuickux 6Gubnuotek. CoAepxuMT  Konnekuuum  OUUPPOBaAHHBIX
AOKYMEeHTOB (KaK OTKpHTOro jocTtyna, TaK U OrpaHWYeHHbX aBTOPCKUM
nNpaBoM), a TaKxe KaTanor W3jaHun, XxpaHaumxca B 6ubnuotekax Poccum.
(http://H36.pd/)

10. Onucanue  MaTepuaJbHO-TEXHHMYECKO  0a3bl, HEeoOXoauMoOH  JJIA
0CYIIIECTBJIEHHSI 00PAa30BaTEJIBLHOI0 MPoecca Mo AMCIUIIHHE

HaumeHoBaHMe cieliMaJIbHbIX NOMEILEHUH U MOMelIeH’il JJIs1 CAaMOCTOATEIbHOM pa60T1)1

yye6Hble ayAMTOPUM ANS NpoBeAeHUs yuyeGHbIX 3aHATHIA

noMeweHns Ansi CaMoCTOSTENbHON paﬁoTH

MaTepuanbHo-TeXHUYecKoe ob6ecneueHue " OpraHu3auus
o6pa3oBaTenbHOro npouecca no AUCUMNNKMHE  ANA  MHBANMAOB U nuy C
OrpaHUUYEHHLIMW BO3MOXHOCTSIMM 3J0POBbSi OCYWECTBNS@TCA B COOTBETCTBUM C
«MNonoxeHuem 06 06yyeHWM MHBANMAOB U NUL C OrPaAHUUEHHLIMU BO3MOXHOCTSMU
3J40pPOBbA».




