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1. Ilepeyenb MIaHUpPYeMbIX Pe3yabTATOB O00y4YeHHMS IO JUCUMILIMHE,
COOTHECCHHBIX ¢ HHAUKATOPAMH I0CTHKEHUS KOMIIETEHIU

KoMmnerenuus

Coaep:kanue KOMIeTeHIIUH

HNuaukatop Coaep:kanue MHAUKATOpPA

NK-3 3aumTHl  MHhopMauuu B

CnocobeH npuUMEHATb TEXHONOTUM

npoeCCUOHANbHON AeATeNbHOCTH

CnocobeH NPUMEHATD TeXHONoruu
3aWuThl MHHOPMALUM B BHIUUCIUTENbHbIX
ceTax

chepe | MK-3.1

2. MecTo TMCUMILUIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

IvcumnnuHb (npakTuku) ,
npeAwecTBywue U3YYEeHUI
AUCLIMMIUHDI, pe3ynbTaThl
OCBOEHUA KOTOpPbIX Heo6XoAUMbI
ans 0CBOEHMUSA JNaHHOW

ANCLUUNITUHDI .

AnnapaTHble CpeACTBa BbIUMCIIMTENbHON TEXHUKM,
WHdopmaTuka, WHHOpMaUMOHHbIE TEXHOMOruM,
porpaMmmmpoBanune, CeTn M cucTemsl nepepauu
UHhOpPMaLUK

AncumnnuHel  (NpakTUKK) , ANA
KOTOpbIX pe3ynbTaThl OCBOEHMUSA
JaHHOMN AUCLIUMITUHDI 6yayT
Heob6x0AUMbI, KaK  BXOAHble
3HaHUA, YMeHUA WU BnajeHus
ANA UX U3yuyeHus.

oaroToBka K nmpoueaype 3awWuThl WM 3awuTa
BbINYCKHOM KBanupmKaLMOHHON pa6oTbl,
peaaunnomMHas npakTuka, TexHomoruu 3awmThl Beb-
pecypcoB, TexHONOrus npoBeAeHUA UCCNeAOBaHUA
3alMUWeHHOCTN 06bEeKTOB U CPeACTB 3aWuTbl

3. O0beM MUCHUIUIMHBI B 3a4YeTHBIX €IMHUIAX C YKA3aHHEM KOJHYeCTBA
aKaJieMU4€eCKNX YaCOB, BbIIeJICHHBIX HA KOHTAKTHYI0 padoTy 00y4aronierocs ¢
npenojaasareseM (M0 BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOSTEJIbHYI0 padoTy

o0yuyariuerocst

06wu obbeM AUCUMNNUHbLI B 3.e.

/vyac: 6 / 216

Buapl 3aHATHIT, HX TPYA0EMKOCTD (4ac.) O0beM KOHTAKTHOM
®opma padoThI
0Gyuenust Jlexuun JlabopaTopusbie | IlpakTuyeckue CamocrosiTesbHAS o0y4arouerocs ¢
paboThI 3aHATHSA pabora npenoaaBaTeaeM
(uac)
OYHas 48 64 0 104 122

4. CoaepkaHue IMCHUILVIMHBI, CTPYKTYPHUPOBAaHHOEe MO TeMaM (pa3gejgam) ¢
yKa3aHHeM OTBeJeHHOT0 HAa HUX KOJHYeCTBA aKaJeMHYeCKMX 4YacOB W BUI0B

Y4eOHBbIX 3aHATHH

®dopma obyuyeHua: ouHan
Cemecmp: 6

06beM aucuunnuHbl B cemecTtpe 3.e. /vac: 3 / 108
®GopMa NpoMexyTOUHO/ aTTecTauuu: 3aueT

Buapl 3aHATHIA, X TPYA0EMKOCTb (Yac.) O0beM KOHTAKTHOI padoThI
Jexuun JlaGopaTopHbIe IIpakTHYeckue CamocTosiTe1bHasA 00y4aIoIIerocs ¢ NpenoaaBaTesieM
padoThI 3aHSTHS pabora (4ac)
32 32 0 44 71




JlekunonHnple 3aHATHA (324.)
1. BBez(eHne B TEXHOJOInM 3alIUTbI I/IH(I)OpMaIII/II/I B BBIYHC/IUTCJIBHBIX CETHX
{6ecena} (24.)[5,7] OnepauuoHHble  BO3MOXHOCTU  BbHIYMCIIUTENbHBIX  CeTel.
MynbTucepBucHas (KoHBepreHTHas)) ceTb. O0CHOBHbe 3ajauuM aAMUHUCTpaATOpa
npuM nNpoeKTUPOBaHMU, MOCTPOEHUM U conpoBoxAeHun ceTtu. Ha3sHaueHue
OCHOBHbIX CEPBUCOB BbLIYUCIUTENbHLIX CeTel, MX O0COO6EHHOCTWU peanu3auuu u
ucnonb3oBaHusi. 0CHOBbl TEXHONOrMM 3aWUThl MHPOPMAUMU B  BbHIYUCIIUTENbHbLIX
ceTax
2. Cuayx0a noMeHHBIX HMeH. {0ecena} (2u4.)[5,7] Cnyx6a AOMEHHbIX WMeH.
TepmuHonorus v npuHuunbl paboTbl. Tunbl cepBepoB AoMeHHbX MMeH (Master,
Slave, Cache, Stealth, Root). T[loHaTe 30H - npsamas u obpaTHas.
KoHdurypuposanne DNS B pa3nuuHbix CeTeBbIX OMepauUOHHbIX CUCTeMax.
lpotokon DNS.
3. Mapmpyru3auus. {0ecemxa} (44.)[5,7,8] OpraHusauma B3auMmopeiNCcTBUA B
rnobanbHbiX BbLUMCAIMTENbHLIX ceTAX. [lepecbinka naketoB. MapuwpyTusatop
npuHuunsl ero pabotvl. WHTepdenchl MapupyTu3aTopa. Beaewne B Tabnuuy
mapupyTusauum. Directly-Connected cetn. Next-hop u BbLXOAHOM WHTeppeNnc.
Cratuueckas mapupyTtusauus. [llpotokonst ARP u RARP. CymmupoBaHue
CTaTUYeCKux MapupyToB. MapwpyT Mo yMmMOnuyaHui.
4. Innamudeckasas  Mmapmpyruzanusa. {0ecema} (44.)[5,7,8] [poTokonsi
AMHaMuueckon MapupyTusauumu. Knaccupukauuss nNpoOTOKONOB  AWHAMUUYECKOW
MapupyTu3auuu. JIMCTaHUMOHHO-BEKTOpPHble NPOTOKONbI MapupyTu3aLuu.
fpoToKoOnbl MapwpyTu3auuMnm cCoCcTosiHUA cBsA3ei. KnaccoBas u 6e3 Knaccosas
MapupyTu3auus.
5. IlpuHuMNbI JUHAMUYeCKO Mapumpyrtuzamuu. {0ecema} (44.)[5,7,8] MoHsATHe

CXOAMMOCTM  MNpoTOKONa  MapupyTu3auumu.  MpuHuunsl  paboTol  Tabnuubl
MapwpyTu3auuu. Jlyyuumii MapupyT UM MeTpuka. Pacnpeaenenue Harpyskw.
AAMMHUCTPATUBHAS ANCTaHLMA . ANCTaHUMOHHO -BEKTOPHbIE NPOTOKONbI

AMHaMuuyeckon  MapupyTusaumu RIP, EIGRP. [lpoTokonsl  MapuwpyTu3auuu
cocTosanusa ceasen OSPF.

6. IlourtoBasi ciayxba {0ecema} (44.)[5,7,8] OpraHusauuss nouTtoBOW CRYXGbI.
OcHoBHble cnocobbl opraHu3auumu (on-line, off-1line). CpeacTBa peanu3auuu
noutoBon cCnyxbbl B pa3fMuHbIX CeTeBbIX ONepauuMoHHbX cucTemax (sendmail,
exim, postfix, Microsoft Exchange Server). [llpoTokonsl o6MeHa MNOYTOBbLIMU
coobweHusamn (POP, SMTP, IMAP).

7. Opranm3zanusi mo4YTOBOM cJayxObl. {0ecena} (44.)[5,7,8] OpraHusauma cnyx6
3NeKTpoHHoro obweHus B pexume on-line. Meccenpxepsl M VoIP cepsuc.
TenekoHpepeHuun. pynnbsl HOBOCTEN.

8. MHHcTamassmus NPOrpaMMHOIO0 M anmapaTHoro oodecneuyeHusi. {0ecema}
(44.)[5,7,8] Npunoxenns n cepsucol. Moaenb «KnueHT-cepsep». Point-to-Point
ceTU W npunoxeHus. [lpoTokonsl npuknagHoro ypoBHa: Web - HTTP (80) wu
HTTPS (443), MNpotokonsl (ainosoro obmena - FTP (20, 21) wu SMB (445),
3MeKTPOHHON nouTbl - SMTP (25), POP (110) m IMAP (143), AMCTaHUMOHHOTrO
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ynpaeneuna - Telnet (23), RDP (3389) u SSH (22), cuctema AOMEHHbIX WMMEH
- DNS (53), npoTtokon pauHamuuyeckond KoHpurypauumu y3na DHCP (67, 68),
npoTokonsl ynpaenenusa - SNMP (161, 162). OopmaT aaHHbix HTTP, FTP, SMTP,
POPv3, DNS, DHCP u npuHuun ux paboTbi.

9. YpoBeHb 3alIMIIEHHBIX COKETOB, MPOTOKOJ SSL M ero mpuMeHeHnue. {0ecexa}
(44.)[5,7,8] YpoBeHb 3awMWEHHbIX COKeTOB, NPOTOKON SSL M ero npumeHeHue.
MpuHuun paboTtbl mpoTokona SSL. AyTeHTudukauuma u obmeH kniouamu. [louyToBas
cuctema (MUA, MTA, MDA). Buabnl KoHpepeHucBasu (ayaumo, BuAeO), NpUMeps
OpraHuM3auunm KOHdepeHLuN.

JlaGopaTopHbie padoTsbl (324.)
1. YcranoBka u axMmuHucrpuposanue cepsepa LDAP. {pabdora B MajbIX rpynmnax;
(44.)[1,2,3,8] HacTpoiika n agMuHuCTpupoBaHue cepsepa Ldap.
2. CepBucsl ygajeHHOro repmMuHagbHoro nocrymna (Telnet, rlogin, RDP, SSH).
Opranm3zauuss FTP-cepBuca. {pabGora B mauabix rpynnax} (44.)[1,2,3,8]
[pakTUUeckoe oBnajgeHue MeToAaMM AAMUHUCTPUPOBAHMSA KOMMbIOTEPHbLIX CeTen,
HacTpouku FTP cepBepa. Pab6ota <C cepBuCaMM YyAanNneHHOro YnpaBneHUs
(Telnet, rlogin, RDP).
3. Obecneuenne be3onmacHoctu mnporoxkosa IP ¢ momombio cpeacrBa IPsec.
{pabora B mMaabix rpynmnax} (44.)[1,2,3,8] HacTpoika 3awuweHHOoro coeauHeHUS
Mexay ABYMS KOMMblTepaMu B ceTu C nomowbl IPSec. AamMuHMCTpUpoBaHue
NMporpamMMHO-annapaTHbIX CPeACTB CEeTH.
4. OBjiajeHne HABBIKAMM pPadoThI ¢ NpUKIAAHOH Kpunrtocucremoii PGP. {paGora
B Majbix rpymnmax} (44.)[1,2,3,8] MeToaumyeckue yKasaHua AnNS  BbiNONHEHUA
nabopatopHon paboTtei C ucnonb3oBaHueM PGP: 1)0cywecTBUTb 3aWMWEHHLIN
obMeH nouTtoBbiMM coobueHuamu; 2) CreHepupoBaTb KhueByw napy; 3)
06MeHATbCA OTKPLITHIMM KnwuyamMu C nonyvaTtenem; 4) 3awnppoBaTb TEKCTOBOE
coobuweHne (pa3nuuHbiMm cnocobammn); 5) 3auuppoBaTb He TeKCTOBbiA hawn; 6)
lepeaaTb 3awudpoBaHHbie MaTepuansl nosyyaTenio M MNOAYYMTb OT Hero Apyrue
3awnMdpoBaHHble MaTepuansl; 7) PacuudpoBaTb NOMyuYeHHble MaTepuans.
5. Craruueckas mapupytusanusi. IIporokosast ARP u RARP. [lunamunueckasi
vmapupytusanusi. I[Iporokoast RIP, OSPF, BGP. {paGora B majbIX rpynmax}
(44.)[1,2,3,8] Yka3aHua ans BbinonHeHus nabopatopHou pabotbi: 1) C nomouwbio
npotokona ARP cobpaTb cBeaeHUsi MO cerMmeHTy cetu; 2) lcnonb3ysa Tpu y3na
uMenwenca ceTu, OCywecTBUTb CTaTUYecKylw MapupyTusauuiw; 3) PesynbTathl
BbINOSIHEHUSA npeapiAywero  nyHKTa 3a/l0KyMEeHTUpOBaThb; 4)HacTpouTb
MapuwpyTu3auui C nomowblo Quagga aHanoOruMyHo NyHKTY 2.
6. AaMuHuMcTpHpoBaHMe ceTu cpeacTBamMu TexHoyoruu Cisco. {padora B MajbIX
rpymnax} (44.)[1,2,3,8] HacTtpoiika ceteBoro obopyaoBanma Cisco ¢
ucnonb3oBaHUeM  KOHconbHoro  kKabens, mapuwpyTtusatopa Cisco 1841,
KoMnbiTepa AN HaCTPOVMKM MapuwpyTu3aTopa, nporpammbl smynstopa i0S GNS3,
PuTTY.
7. Hacrpoiika Ttouxku mocryna Cisco Aironet 1200 Series {pabdora B MajbIX
rpynnax} (44.)[1,2,3,8] puobpeTeHne HaBblkoB HacTpoikum Wi-Fi Touek pocTtyna
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Cisco.

8. IlepcoHajibHBII MeKceTeBOM IKpaH. {padora B MauabIx rpynnax} (44.)[1,2,3,8]
lpnobpeTeHne npakTMYeCKMX HaBblKkOB paboTbl npu HACTpouke (haepsona u
6unnuira WHTepHeT Tpaduka B KopnopaTuBHOM ceTu C nomowbi Kerio
WinRoute Firewall

CamocrosiTesibHast padora (444.)
1. IMoaroroBka K JIEKHMOHHBIM 3aHATHAM. {C 3JJeMEHTAMH 3IJIEKTPOHHOIO
00y4eHUs U TUCTAHIIMOHHBIX 00pa30BaTeJIbHbIX TeXHOJIOruii} (164.)[5,7,9]
2. IloaroroBka K TeKymieMy KOHTPOJIIO (BbINOJHEHUE W 3alIMTA JIAa0OPATOPHBIX
padoT {Mcmob30BaHue 00IeCTBEHHBIX pecypcoB} (244.)[1,2,3,8]
3. IloaroroBka K MNPOMEXKYTOYHOIl arrectanuu (3a4éT). {C 3jIeMeHTaMHu
JJIEKTPOHHOI0 OOy4YeHHUSI W JUCTAHIMOHHBIX 00pPa30BATEJIBLHBIX TEXHOJIOTHIl}
(44.)[1,2,3,4,5,7]

Cemecmp: 7
06bemM aucuunnuHbl B cemecTtpe 3.e. /vac: 3 / 108
dopMa NpOMeXyTOUYHOW aTTeCcTauuu: IK3aMeH

Buabl 3ansTHii, MX TPY10€eMKOCTH (4ac.) O01beM KOHTAKTHOI padoThI
Jexuun JlaGopaTopHbIe IIpakTnyeckue CamocTosiTe1bHasA 00y4aIoIIerocs ¢ MpenoaaBaTesieM
padoThI 3aHATHA padota (uac)
16 32 0 60 52

JleknuoHnHble 3aHaTua (164.)

10. OoOecneyenne 0e30MACHOCTH MeXKCeTeBOro B3ammonaeilcrBus. {0ecena}
(64.)[5,7] Tema 1. MexceteBoe B3aumogencteume. OCHOBLI CeTeBOro U
MexceTeBoro B3aumojgeincTeua. Knaccupukauus certeBbix aTak. WHdopmauuoHHas
6e3onacHoctb. Tema 2. [lonutuka 6e3onacHocTu. WabnoHbl  MOAUTMKU
6e3onacHocTn. CeteBas nonuTuka 6e3omacHOCTU. DwenoHMpoBaHHas o6opoHa.
Tema 3. YnpaBneHue puckamum. OCHOBHble noHATMA. [lpouecc OUEHKW PUCKOB.
YMeHblieHUe puckoB. AyAMT uWHPopMauuoHHouW 6e3onacHOCTM. MexaHu3mbl K
cnyx6ul 3auutel. Tema 4. OnpepeneHne MH(POPMALMOHHBIX pecypcoB, nojfexawux
3auuTe, yrpo3 6e30nacHOCTU MH(pOpMAUMM W BO3MOXHbIE MNYTU WX peanu3auuu
Ha OCHOBe aHanuM3a CTPYKTYypbl M COAepKaHUA WHHOPMALMOHHLIX NPOLECCOB U
ocobeHHOCTeN (YHKUMOHUPOBaHUA OObeKTa 3awuThl.

11. MexcereBble »JkpaHbl. {0ecema} (44.)[5,7] Tema 1. Knaccudukaums
MexceTeBblX dKpaHoB. [lakeTHbie ¢unbTpbl. [pumep Habopa npaBun nakeTHOro
dunbTpa. [MMakeTHbid @uabTp C yuyeToM KoHTekcTa (Stateful Packet
Inspection). MexceTteBbie 3KpaHol host-based. T[lpokcu-cepsep npuknagHoro
ypoBHAi. Tema 2. Pa3nuuyHbie TUMbl OKPYXKEHWA MexceTeBblX 3KPaHOB. OCHOBHble
MPUHLMUMLI NOCTPOEHUA OKPYXEHUA MeXceTeBOro 3KpaHa. KoHpurypauusi ¢ oaHon
DMZ-ceTbiw. KoHpurypaumsa Service Leg. KoHpurypauus c ayms DMZ-ceTsmu.
12. BuprtyaabHble yacTHbIe ceTH. {0ecena} (44.)[5,6,7] Tema 1. Buprtyanusaums.




MnepBusopbl (Microsoft Hyper-V, VMware ESX, VirtualBOX). TexHonoruu
pacnpeAenéHHbiX BbluMcneHuin. 06nauHbie BbluucneHua. KnacTepol. JMarHocTuka
ceten (NporpamMHbie, amnnapaTHble U MPOrpaMMHO-anmnapaTHble KOMMAeKCh Ans
TeCTUPOBAHMSA M COMpoBOXAeHUA ceTeil). Tema 2. BupTyanbHble 4YacCTHble CeTH
(VPN) . TyHHenupoBanue. [lpotokons VPN kaHanbHoro ypoBHsi. [lpotokon PPTP.
potokon L2TP. [potokon IPSec. Accouuauuma obecneueHuss 6e30macHoOCTH.
Tema 3. [lpotokon o6mMeHa uWHTepHeT-Knwuamu. [lpoToKkon ayTeHTU(MKaLUK
3aronoska. [lpotokon 6e3onacHoOM MHKaNCynsiuuuM  COAEPKMMOro  nakeTa.
CoBMecTHoe ucnonb3oBaHue npoTokonoB ESP u AH. OcHoBHble TWMbl 3awWMIWEHHbIX
ceszen. [lpotokonsi VPN TpaHcnopTHoro ypoBHA. [lpotokon SSL. [lpoTokon
SOCKS.

13. Cucremsbl o0HapyxeHus Brop:keHuid (Intrusion Detection Systems). {0ecena}
(24.)[5,6,7] Tunbl IDS. ApxutekTtypa IDS. Cnocobb ynpaBnenwus. WHhopMaunOHHble
MCTOYHMKKM. AHanu3, BbinonHsembii IDS. Bo3moxHbie oTBeTHbie Aencteusa IDS.
Cuctembl Honey Pot u Padded Cell. Buwibop IDS. OnpeaseneHue okpyxeHus IDS.
lenn u 3agaum ucnonb3oBanus IDS. CywecTBywwas nonutuka 6e30MacCHOCTH.
PassepTbiBaHue IDS. CunbHble CTOPOHb M OrpaHuuyeHHocTb IDS.

JlaGopaTopHblie padoTsbl (324.)
9. 3ammra cetu u cokpbiTHe ee Tonojaoruu. FireWall & Proxy-cepsuc. {padora B
MajbIx rpynnax} (44.)[1,2,3,4,12] O6ecneuuTb 3awMTy FNOKanbHOM CeTU CO
CTOpPOHbl CeTH obwero AoCTyna nyTeM YCTaHOBKW M HACTPOMKW MeXCeTeBOro
3kpaHa Iptables u proxy-cepsepa squid. 3agauu nabopatopHoi paboTb: -
3akpenneHue, yrnybneHme U pacuuMpeHuMe 3HaHUMA B npouecce BbHINOMHEHUA
KOHKPEeTHbIX MNpakTUYeCKUX 3ajay; -pa3BuTue npodeccuoHanbHbX HABbIKOB,
NpaKkTUyeckoe oOBfajeHne MeTOoAaMU DKCMEepUMEHTarnbHbIX UCCNeAOBaHWMA B
obnactu aAMUHUCTPUPOBAHUA KOMMbIOTEPHbIX ceTen; -o6paboTKu U
npeacTaBneHUs pe3ynbTaToB MNPOBEAEHHbIX WCCNeAOBaHUA UM ()OpMUPOBAHMUSA
BbIBOAOB; -npuobpeTeHne yMeHUN WU HaBLIKOB B HaCTpOVKe MNPOKCU cepBepa; -
npuobpeTeHMe YyMeHWI M HaBbHIKOB B HACTpPO/KE MeXCeTeBOro 3KpaHa -
paspsona Iptables.
10. Hacrtpoiika cucTeMbl 00HAPY:KEHHUSI CeTeBbIX arak Snort {padoTa B MajbIX
rpynnax} (44.)[2,3,5,6] W3yueHue U npakTU4YecKoe MpPUMEHEHUe CUCTEeMbl
obHapyxeHus ceTeBbXx arTtak Snort. 3ajaHMe K  BbiNOAHEHMI  paboThl:
YcTaHoBUTb Ha cepBep HeobxoauMylw oCHacTKy; B cooTBeTcTBMEe C BapuaHTOM
HacTpoUTb Ha cepsepe npasuna; I[poseputb paboToCNOCO6HOCTD CO3A4AHHOIO
cepsepa.
11. Opranmsanus VPN cpeacrBamu C3U Vipnet. {paGora B MajabIX rpymmax}
(44.)[2,3,5,6] U3yyeHue npMHUMNOB MOCTPOEHUS BUPTYaNbHbIX YACTHbLIX CeTen
cpeactBamu C3W Vipnet. YKa3aHua pansa BbinosiHeHUs paboTbl: -yCTAHOBUTb Ha
cepBep HeobxoauMmylw OCHaCcTKy; -B COOTBeTCTBMM C BapuaHToM paboThl
HacTpouTb Ha cepBepe Tpebyembie npasBuna; npoBepuTb paboTocnocobHOCTH
CO3JaHHOTr0 cepBepa.
12. 3ammra cetn cpeacreamu DLP {pa6ora B manbix rpynnax} (44.)[2,3,5,6]



Yka3saHus Ana BbinofHeHMA paboTbl: -yCTaHOBUTb Ha cepBep Heobxoaumyw
OCHACTKy; -B COOTBeTCTBMM C BapuaHToM paboTbl HACTPOUTb Ha cCepBepe
Tpebyembie npasuna; -npoBepuTb paboTocnocobHOCTL CO3JaHHOrO cepsepa.

13. Ckanep yszBumocrtein OpenVas 8.0 {padora B maasbix rpynnax} (44.)[2,3,4,6]
puobpeTeHne HaBbIKOB CKaHMPOBAHUA KOMMblTEpa C LUenbll MOMCKA U
yCTpaHeHUa ysA3BUMOCTeN. YKasaHus Ana BbinonHeHuss nabopatopHoi paboThi:
1) YctaHoButb OpenVas Ha komnbloTep; 2) Co3paTb HOBYW MOAMTUKY M 3ajauy
CKaHMpOBaHMA B  COOTBeTCTBMM C BapuaHtoM pabotei; 3) [lpoBecTu
CKaHMpoBaHMe OAHOr0 WM  HEeCKONbKMX KoMmnbloTepoB; 4) [lpocMoTpeTh
pe3ynbTaThl CKaHMpoBaHusa; 5) [lpoaHanu3upoBaTb NOMy4YeHHble pe3ynbTaThl.

14. TecrupoBaHue 0€30IACHOCTH MAPOJEH CHCTEMHBIX CIYyXK0 M NPUIOKEHHH
nmyTeM JIMYJIsIUM aTak. {padora B mMajbix rpynnax} (44.)[2,3,4,6] llpnobpeTenune
HaBbLIKOB NpoBepkn 6Ge30nacHOCTU naponeli CUCTEMHbIX CNyX6 W NPUNOXEHWA Ha
npeaMeT MNOABEPKEHHOCTU B3MOMY. YKa3aHuUA ANA BbinonHeHUsa nabopaTopHoOM
pa6oTbi: 1) Ha xkomnbiTepe noA ynpaBneHueMm onepaumoHHon cuctembl Windows
XP/7 co3paTb 3 yuyeTHble 3anucu, AnNA  aAMUHMUCTpPATOpa U  OAHOrO
nonb3oBaTens YCTAHOBUTb Maponu, BXOA ANSl BTOPOro nomnb3oBaTens caenaTb
6e3 mapons, TaK Xe Ha 3TOM KOMNblTepe HYKXHO pa3BepHyTb FTP-cepBep
co3AaTb JABYX KnueHTOB: root u o6byHoro nonb3oBaTtens; 2) C nomouwbio
nporpammsl Hydra ¢ komnbiTepa noj ynpaBnedumem Kali Linux npoussecTu
TeCcTol No nepexsaTy naponei no SMB u FTP npoTokony C noMmowblo CO3AaHHOrO
MU CKayeHHOro cnosapsi naponei; 3) YcCTaHOBUTb Ha yueTHble 3anucu Gonee
CNOXHble NapofM M NOBTOPUTb MNYHKT 2, 3aTeM YCTaHOBUTb OrpaHUUYEHUS Ha
KONMYyeCcTBO MOMbLITOK BBOAA Mapons npu ayTeHTupukaumu O0C U NOBTOPUTH
NyHKT 2.

15. Tecrsi Ha nponuxkHoBenuss CYBJ MySQL {pabGora B MajbIX rpymmax}
(44.)[3,4,6] NpuobpeTteHne HaebikoB mnpoBepku 6e3onmacHoctu CYBJL MysSQL Ha
npeaMeT NOABEPKEHHOCTU B3MOMYy. YKa3aHua K BbinofiHeHuio nabopaTopHoM
pabotbi: 1) YctaHoBuTb M HacTtpoutb MySQL Server 5.1; 2) Co3patb 6a3sy
JaHHbLIX C 2 ABYMS Tabnuuamu, HaMOMHUTL MX MHPOpMaLUMen, a TaK Xe CO3AaTb
AononHuTenbHOro nonb3oBatens admin 6e3 nmaponda, utob6bl OH  MOr
noaknivyatbcss Tonbko u3 localhost; 3) C nomowbi yTunut Metaslpoit
Framework u HexorBase nonyuutb poctyn K MySQL cepsepy; 4) [loakniouutbCs
K cepBepy C HecKonbkux nonb3oBatenen; 5) [lokasatb npumep pabotb C
6a3oi  paHHbiXx  (yaaneHue 3anucen, Tabnuu, AobaBneHue U yjpaneHue
nonb3oBaTtenen, coxpaHeHue 6a3bl Ha KoMmnblTep); 6) YcnoxHuTb naponb AnA
AAMUHUCTpaATOpa M MOBTOPUTb NYHKTbH 3-5.

16. Obecneuenue 3ammuThl 0T DoS-arak {paGora B mauabix rpynnax;} (44.)[3,4,6]
lpuobpeTteHne HaBbikOB obecneuyeHuss 3awuThl OT aTaKk TUMa OTKas - B -
obcnyxuBaHmn Ha npumepe Beb6-cepBepa apache2. YkasaHua Ans BbiIMONHEHUS
nabopatopHon pa6otbi: 1) Ha KomnbwTepe nOA YynpasfeHWeM OnepauuoHHON
cuctembl Windows Server 2016 HacTpouTb TepMUHanNbHbIM AOCTYN U MPOBEPUTH
ero paboTocnoco6HOCTb C KOMNbITEPOB-KMWEHTOB MoA ynpasneHuneMm Windows u
Ubuntu; 2) C nomowbi nporpammbl Torshammer, yCTaHOBMEHHO/ Ha KoMmnblTepe
noa ynpasnenuem Kali Linux 2.0 npoussecTtu smynsuuio DoS-aTaku Ha



Windows Server 2003 Ao oTKa3a-B-06CnykxuBaHMM cCepBepa TepMUHANbHOIO
aoctyna; 3) Ha «komnboTepe noa ynpasneHuem Ubuntu ycTaHoBUTL ¥
HacTpouTb Beb-cepBep apache2; 4) [lposectu TecTh DoS-atak Tuna SYN u
HTTP ¢nya nporpammamun Torshammer, PyLoris, Slowhttptest, ycTraHoBneHHbie
Ha KomnbwTepe noa ynpasnenumem Kali Linux 2.0; 5) O06HapyxuTb AaHHble
aTaku, peanu3oBaTb Mepbl MO 3awuThl OT OGyAywux nofo6GHbIX aTaKk M NPOBEPUTH
paboTOCNOCOGHOCTb peanu3oBaHHbIX Mep.

CamocTosTebHasi padora (604.)
4. TloaroroBka K JieKHUSIM. {C 3JIEeMEHTAMH 3JIEKTPOHHOIO OOy4YeHUs] U
AMCTAHIMOHHBIX 00pa30BaTeJbHbIX TeXHOJIOruit} (84.)[S5,6,7,9]
5. TloaroroBka k 3amuTe Ja0OPATOPHBIX PadOT {MCMOJIbL30BAHHE 00IIECTBEHHBIX
pecypcos} (164.)[1,2,3,4,10,11,12,13,14,15,16]
6. IlogroroBka K NPOMEXKYTOYHOIl arrecTauu (IK3amMeH). {MCIOJb30BaHHE
o01ecTBeHHbIX pecypcoB} (364.)[5,6,7,8,9]

5. IlepeyeHb Y4eOHO-METOAUYECKOTO OO0eCHeYeHHUs] CAMOCTOSITeJIbHOW PadoThl
o0y4arouuxcs Mo AUCHUIIUHE

Ina kaxporo obyuawuwerocs obecneyeH MHAUMBUAYANbHbIA  HEOrpPaHUUYEHHbIV
AOCTYN K 3MeKTPOHHOW WHPOpMauUUOHHO-o6pa3oBaTenbHon cpeae AnTlTY:
1. YyryHoB I.A., MeToAuMueckue yKa3aHuUs NO BbIMOMHEHUID NabopaTopHbIX

pabotr no AaucuunnuHe «CeTU W TeneKoMMyHuKauuum». - bapHayn: W3a-BO
AnTtlTY, 2012. - 17c.; WcTouHuK: dnekTpoHHas 6ubnuoteka obpa3oBaTenbHbIX
pecypcoB AnTlTY. Pex.paocTyna

http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf
2. llapnaes E.B. BbluncnutenbHbie ceTu. YuebHOo-meToauueckoe nocobue/

E.B. WllapnaeB; AnT. roc. TexH. YH - T um. W.WN. MNon3yHoBa, - bapHayn:
2015. - 86 c.;WcToyHuK: 2dnekTpoHHas 6ubnuoteka obGpa3oBaTenbHbIX
pecypcoB AnTrTY. Pex. AocTyna

http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e03fecld87.pdf

3. llapnaes E.B. AamuHucTpupoBaHue rnobanbHbIX  BbIYUCIIUTENbHbIX
cetein: YuebBHO-MeTOaMuecKoe nocobue.- bapHayn, AntlTY, 2010. -122c.
UcTouHuk: >nekTpoHHas O6ubnuoteka obGpa3oBaTenbHbix pecypcoB AnTlTY.
Pexum AocTyna
http://new.elib.altstu.ru/eum/download/vsib/sharlaev_gvs.pdf

4. Poibun B.B., llapnaes E.B. be30nacHOCTb BbYUCIUTENbHLIX CeTeN.
JlabopaTopHbin NpakTUKyM: YyuyebHO-MeTOoAMuYeCKOoe mnocobue; ANT. roc. TeXxH.
yH-T um. W.U. Mon3yHoBa, - bapHayn: 2017. - 71 c.; [lpaAmaa ccbinka:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlaev_BezopVSLP ump.p
df



6. IlepeyeHb y4eOHOM JUTEPATYPBI
6.1. OcHoBHas nuTepaTypa

5. 3eH3uH, A.C. UHPopMauuoHHble W TeNeKOMMYHUKALWUOHHbe CeTu:
yuyebHoe nocobue / A.C. 3eH3uH; MuHucTtepcTtBo o6pa3oBaHUs W HayKu
Poccunckon  Oepepaumn,  HOBOCMOGUPCKUM  rOCYAApCTBEHHbIM  Te@XHUYECKUU
yHusepcutet. - HoBocubupck: HITY, 2011. - 80 c.: Tabn., cxem. - ISBN
978-5-7782-1601-3; To Xe [ IneKTpoHHbIN pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=228912 (15.05.2019).

6. MamBona, J. be3onacHocTb ceTei : yyebHoe nocobue : [16+] / 3.
ManBona. - 2-e wu3a., wucnp. - MockBa : HauuoHanbHbii  OTKPbITHIN
Yuusepcuter «UHTYUT», 2016. - 572 c. : cxem., un. - Pexum poctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=429035
(mata obpawenus: 09.03.2023).

7. OCHOBb aAMUHUCTPUPOBAHMSA MHAPOPMALMOHHBIX cCuCTeM : YyuebHoe
nocobue : [16+] / L. 0. bobvHueB, A. Jl. Mapyxnewko, Jl. 0. MapyxneHko
[v ap.]. - MockBa ; bepnuH : JupekT-Meamna, 2021. - 202 c. : un., Tabn.

- Pexum AocTyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=598955 (aata obpaweHus:
09.03.2023). - bubnuorp. B KH. - ISBN 978-5-4499-1674-7. - DOI

10.23681/598955.

6.2. JlononHuTenbHaa nutepaTtypa

8. [pockypsikoB, A.B. KomnboTepHble CeTU: OCHOBb MOCTPOEHUSA
KOMMNbIOTEpPHbIX CeTel U TenekoMMmyHukauun : [16+] / A.B. [lpockypsikoB. -
PoctoB-Ha-JloHy ; TaraHpor : I0kHbii (eaepanbHbii yHUBepcutet, 2018. - 202
C. : un. - Pexum aocTtyna: no noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=561238 (aata obpaweHus:
23.04.2021). - bubnuorp.: c. 195-196. - ISBN 978-5-9275-2792-2. -
TeKCT : NeKTPOHHbIN.

9. TlypuukoBa, A.C. CoctaB u ¢yHkuun ceteBoro obopyaosaHua KKC/
A.C. TypuukoBa. -MockBa: IlabopaTtopusa kHuru, 2012. -134 c.: Tabn.,
cxem. - ISBN 978-5-504-00259-0; To xe [dnekTpoHHbii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=142472

7. Ilepeyenb pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHHMKALIMOHHON  CeTH
«HTEpHET», HEOOXOAUMBIX IJISI 0CBOEHM S JUCHUILTUHbI

10. WHTepHeT-caWT oOTKpbITOro nporpaMmmHoro obecneueHus  OpenNET
(http://opennet.ru/)

11. WHTepHeT-canT KomnaHum Cisco-Poccus (http://www.cisco.ru/)

12. OnepaumoHHas cuctema Linux Ubuntu (http://www.ubuntu.com)

13. [llporpaMMHbii  NpOAYKT BUpPTyanu3auun AN ONepauMoOHHbIX CUCTEM
http://www.virtualbox.org)



14. CeteBoii ckaHep Nmap (http://nmap.org)
15. AHanusatop ceteBoro Tpajuka Wireshark (http://www.wireshark.org)
16. paduueckun cumynatop cetn GNS3 (http://www.gns3.net)

8. ®oHa OLEHOYHBIX MAaTEepHAJIOB /JI TPOBEAEHHUs] TEKYIIero KOHTPOJs
yCIeBaeMOCTH M MPOMEKYTOUYHOM aTTecTaluu

CoaepxaHume MNPOMEXYTOYHOM aTTeCTauMu pacKpbiBaeTCd B KOMNIEKTe
KOHTPONUPYOWUX MaTepuanoB, npeAHa3HAYEHHbIX AN MNPOBEPKU COOTBETCTBUSA
YPOBHS MOATFOTOBKM no AucuunnuHe TtpeboBaHnam OF0C, KoTopbie XpPaHATCA Ha
Kadeape-pa3paboTuuke Pl B neuatHom Buge u B I0C.

9. Ilepeuenn HUHQOPMAIMOHHBIX  TEXHOJOIWMH,  HMCHOJb3YyeMbIX  IPH
OCYIIeCTBJIEHMH 00pa30BaTeJIbHOr0 IMpolecca Mo JUCHUILIMHE, BKJIIOYas
nepevYeHb MNPOrpaMMHOrO odecrmevyeHUMs: U HH(MOPMALMOHHBIX CHPABOYHBIX
CUCTEM

Ans ycnewHoro OCBOEHUS AMCLUMMIMHBI MCMONb3YNTCS Pecypchl 3NeKTPOHHO/ MH(GOPMaLMOHHO-
o6pa3oBaTenbHOi cpedbl, o6Gpa3oBaTenbHbie WHTEpPHET-MOpTanbl, rno6anbHas KoMNblTepHas
ceTb  WHTepHerT. B npouecce wM3yuyeHUs  AMCUMNNMHLI  MPOMCXOAUT  MHTEPaAKTUBHOE
B3auMogeiicTBue obyuawwerocs C npenojgaBaTeneM yepe3 fWUHbIA KabUHeT CTyAeHTa.

Nenin Hcnosb3yeMoe nporpaMmMHoe obecrneyeHune

1 LibreOffice

1 Cisco Packet Tracer

2 Debian

2 Windows

3 Dia

3 AHTuBupyc Kaspersky

4 FreeBSD

6 Linux

7 Mozilla Firefox

8 VirtualBox

10 Windows Server

11 Wine

13 7-Zip

Nenn Hcnonb3yembie npoeccuoHaJbHbIe 0a3bl JaHHBIX U HH(POPMALIHOHHBIE
cnpaBqume CUCTEMBbI

1 HaunoHnanbHas 3nekTpoHHas 6ubnuoTteka (H3b) - cBOGOAHBIA AOCTYNn uuTaTeneii
K (oHaam poccuiickux 6ubnuotexk. CoAepKUT  KONNEKUMM  OUU(DPOBAHHBIX
AOKYMEHTOB (KaK OTKpbITOro AOCTyna, TaK W OrpaHMYEHHbX aBTOPCKUM
npaBoM), a TaKke KaTanor Wu3jaHuii, XxpaHsauuxca B 6Gubnuotekax Poccum.
(http://H36.pd/)

10. Onucanue  MarTepHAIbLHO-TEXHMYECKON  0a3pl, HeOOXOAUMOHM  JJd
OCYLIECTBJICHUSI 00Pa30BaTEJbHOI0 MpoLecca M0 JMCUUIINHE
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HanmMeHoBaHMe clienMAJIbHBIX OMEIIEHUI U MOMeNIeHH i 1715l CAMOCTOSITE/IbHOI padoThI

yuyebHble ayAMTOPUM ANS NpoBefeHUs yuyeBHbIX 3aHATWI

noMeweHna Ansi CaMoCTOSTEeNbHOM paﬁoTbI

MaTepuanbHO-TexHMYeckoe obecneyenue u opraHu3auus
obpa3oBaTenbHOro npouecca no AUCUMNIMHE AN MHBANMAOB U  nuy C
OrpaHUYEHHbLIMU BO3MOXHOCTSIMM 340POBbA OCYWeECTBNAETCA B COOTBETCTBUU C

«MonoxeHneM 06 0o6yuYeHMM MHBANMAOB W NUL C OrpPaHUYEHHbIMW BO3MOXHOCTSAMMU
3/0POBbSA» .
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