NMPUNOXEHUE A
®OH/, OLEHOYHbIX MATEPUANIOB A1 NPOMEXYTOYHOM ATTECTALUMU
no AUCUUNNMNIUHE «TexHonormu 3awmuTbl MHGOPMALUK B BbIYMUCIUTE/IbHDIX CETAX»

1. Ilepeuensv oyenounvix cpeocme 0a KOMnemeHyuil, hopmupyemoix 6 pe3yiomame 0C60€HUS
OUCUUNTIUHDL

Kon koHTpo1HpYyeMOii KoMIIeTeH N Cnocod OueHO4YHOE CPEICTBO
OLICHUBAHUA

KomnnekT
KOHTpOnupywmx
MK-3: Cnoco6eH NpUMMEHATb TeXHOMNOruu MaTepuanos Ans
3awmThl MHhOpMauun B chepe 3ayeT; 3K3aMeH | 3auyeTa; KOMMNeKT
npopecCUOHaNbHON AEATENbHOCTH KOHTPONUPYLLMX
MaTepuanos Ans

JK3aMeHa

2. Onucanue nokxazamenei u Kpumepuee OUeHUBaHUuA Komnemeuuuﬁ, onucarnue uiKai
oueHueanusn

OueHuBaeMble KOMNETEHUMW npeacTaBneHsl B pa3sgene «llepeyeHb NNAHUPYEMbIX
pe3ynbTatoB o06yuyeHUs N0 AUCUMNAMHE, COOTHECEHHbX C WHAMKATOpaMu AOCTUKEHUA
KoMneTeHuuin» paboueii nporpammbl  AMCUMNNAMHBL  «Te@XHONMOrMM  3awuThl  UHPOpMauuu B
BbIUMCIIUTENbBHBIX CEeTAX».

Mpn oueHWBaHMM CHOPMMPOBAHHOCTU KOMMETEHUMUIA MO AUCUUNNUHE «TeXHONOrUU 3aWUTHI
WHhOpMaLUMKU B BLIYUCIIMTENbHbLIX ceTAx» ucnonb3lyetca 100-6annbHas wkana.

Kpurepuii Ouenka no 100- Ounenka no
0aJJIbHOI 1IKAJle | TPAAUIMOHHOM IIKaJIe
CTyAeHT ocBoMn M3yuvaeMblii MaTepuan 75-100 Omauyno

(OCHOBHOW WM JAONONHUTENbHbINA) ,
CUCTEMHO U TPaMOTHO M3naraeTt ero,
oCywecTBnseT NOfHoe M NpaBuiibHOE
BbiNONIHEHME 3aJlaHUA B COOTBETCTBUMU C
WHAMKATOPaMKU AOCTUXKEHMS
KoMneTeHuuii, cnocobeH oTBeTUTb Ha
JOMNOJNTHUTENbHbIE BOMPOCHI.

CTyAeHT oCBOMN M3y4vaeMblii MaTepuan, 50-74 Xopowo
oCylWecTBnseT BbHNOMHEHWE 3ajaHui B
COOTBETCTBUM C MHAUKATOPAMM
AOCTUXEHUA KOMneTeHuun ¢
HenpuHUUNUaNbHbIMM OWKUEKaMK.

CTyAeHT JeMOHCTpUpPyeT OCBOEHMue 25-49 Yooenemeopumenvrno
TONbKO OCHOBHOFO MaTepuana, npu
BbINOSIHEHUM 3ajaHWii B COOTBETCTBUM C
WHAUKATOPaMU AOCTUXKEHMS KOMMeTeHLM
AonycCKaeT oTAenbHble OownbKU, He
cnocobeH cucTtemaTU3upoBaTb MaTepuan
W AenaTtb BbIBOAbI.

CTYAeHT He 0OCBOMN OCHOBHOE <25 Heyooesnemsopumenvho
cojepxaHue U3yyaemMoro Mmatepuana,




3aaHua B COOTBEeTCTBUU C
WHAUKATOPaMU AOCTUXEHUA KOMneTeHUuIn
He BbIMNOJIHEHbI WU BbINOJIHEHbI HEBEPHO.

3. Tunogvlie KOHMPOIbHbBIE 3A0AHUA UIU UHbIE MAMEPUATbl, HE0OX00UMble 011 OUYEHKU YPOGHA
00CMUMCEHUA KOMNEMeHYUIl 8 COOMEENCMEUU ¢ UHOUKAMOPAMU

1.3a0aHuUa Ha mapwpymusayuto cemesbix ycmpolicms u aOMUHUCMPUPOBAHUE Cemesbix
cepsucos

KOMHETEHU,MFI MH[J,MKaTOp AOCTUXKEeHUA KomneTeHUunu
MK-3 Cnocob6eH npumeHaTb TexHonorun 3aumthl | MIK-3.1 CnocobeH NpUMEHATb TEXHOMOrUM 3aWUTbI
UHDOpMaLMK B chepe Npo(eCcCHOHanbHOV | MHHOPMALMN B BHIYUCIUTENbHLIX CETAX
AeATeNbHOCTH




33.,ElaHHH Ha MapupyTH3allHuK CCTEBBIX yc’l’pOf:ICTB H aAMHHHUCTPHPOBAHHE CETCBBLIX CCPBHCOB

Bblﬁpa'l'b annmapaTHbie H/HIH mporpaMMHbIe CPeacTBa H OCYIIECTBHTH AIMHHHCTPHPOBAHHE MPOTrPAMMHO-ANNAPATHBIX
CpeacTB CeTH COriIacHo 3a]aHUi HHIKE ¢ y'—]éTDM TEXHOJIOTHH 3aHHTBI H]I(l)ﬂpMBl[lllL C(l)OpMyJIHpOBﬂTL H 00BbSICHUTHL OCHOB-

HbI¢ NOHATHA H TEPMHHLI, CBA3AHHLIC ¢ BRINNOJTHCHHEM 3aaaHuii.
192168 10X /X

1. HeoOxonumo onueath HPeIOKeHH WY IPOLEMOHCTPHPO-
BaTh HACTPOHKH, 0OCCHCUHBAIOUHE KOH(DHI'YPHPOBAHHE HHTEP-
(heiicoB MapLIPYTH3aTOPOB B YKA3aHHBIX CETAX, W IPaBUIIA
MapLipyTH3aLuH, 00CCHeHHBAIOIIHE, CCITH HTO BO3MOKHO, ClIE1y-

19216820 /X

onee:
a. BHARMOCTE ceTH 192.168.X.X u3 cetn 192.168.X.X;
b. pugumoctsb cetd 192.168.X.X u3 cern 192,128 X.X; 192.16830.X /X
c. Mamueel B ceTax 192.168.X.X 1 192.168.X.X apyr

Apyra BUAETE HE JIOJIMKHEIL.

2. Heo0X01MMO OIHCATS [PELIOHKEHNS H/UIH POJIEMOHCTPHPO-
BaTh HACTPOHKK, 00ecHeUHBAIOIHE KOHDHI'YPHPOBAHNE HHTEP-
(heiicoB MapLIPYTH3AaTOPOB B YKA3aHHBIX CETSX, M IPABHIIA
MapIIpyTH3aLHH, 00ECTIeHHBAIOLINE, ECITH 3TO BOZMOKHO, CIIEIY-

192168 0. X (X 1921680 X /X

omiee:
a. BHANMOCTE ceTH 192.168.0.Xu3 cetn 192.168.0.X; R
b. BuguMocTh cetn 192,168.0.X w3 cetn 192,128.0.X;

c. Mamuneel B ceTax 192.168.0.X u 192.168.0.X apyr apy-

ra BHJETE HE JJOJLKHBI.

3 HeoOX0[AMMO ONMUCATH NPE/UIOKEHHS H/HIIH POJAEMOHCTPHPO-
BaTh HACTPOHKH, obecneynBaloHe KOHGUIYPHPOBAHHE HHTEP-
(heiicoB MApLIPYTH3ATOPOB B YKA3AHHBIX CETSIX, W IIPABMIIA
MaplIpyTH3aund. B kadecTse NPOTOKOIA MapLIPYTH3ALHE HC- pe1
HOJIB30BATE NPOTOKOI AMHAMKUECKOl MapmpyThsaun OSPE.:
Ceru unuanos:
— 10.x.1.0/24 — ceTs meporo ¢umuana
— 10.x.2.0/24 — cetp BTOpOTO (h1naza
— 10.x.3.0/24 — cerp Tperbero punnana
JIMHKOBOYHBIE CETH!
— 10.x.10.0/30 — nepsoii auHK
— 10.x.10.4/30 — Bropoi nuHkK
— 10.x.10.8/30 — tpeTnii MHK PYs ™

[poaeMOHCTPHPOBATE KOPPEKTHOCTE HACTPOCK.

4 Heo0X0mMMO OIHCATh NPEUIOKEHHS H/HIH POJIEMOHCTPHPO-
BaTh HACTPOitKkH, obecneunBaronre KOHPUTYPHPOBAHHE HHTEP-
(heiicoB MapLIPYTH3aTOPOB B YKa3aHHBIX CETAX, H IPABHIIA
MapIIpyTH3aLHH. B KadecTBe NPoTOKOIa MapLIPYTH3ALMH HC-
[10J1630BATh NPOTOKOJ JHHAMHYecKOi MapupyTuzauun BGP unu
EBGP.:

CerH (unmanos:
— 10.x.1.0/24 — cerb nepeoro Qunmaina
— 10.x.2.0/24 — cerb BTOpOTO (HUaHANA
— 10.x.3.0/24 — cerb Tperhero phunmana
JIMHKOBOYHBIE CETH:
— 10.x.10.0/30 — nepsslii THHK
— 10.x.10.4/30 — Bropoii 1uHk
— 10.x.10.8/30 — Tpernii mMHK

Juia AC npejularaeres clieayromas KoHurypauus:
— RI-ASN 65531
— R2 - ASN 65532
— R3 - ASN 65533
[1poeMOHCTPHPOBATE KOPPEKTHOCTh HACTPOEK.



5 HMmeerca gomen XX XX ru. i ykasaHHOrO J0MEHA OCTPOUTD 3allHCh HAYanbLHOH 30HEI SOA H 3anuck NS, B NpeanonoxeHnu,
9TO NOMHOMOYHS 110 BEICHHIO JoMeHa Jeneruposanbl cepsepy XX XX XX ru , umeroniemy aapec X.X. X.X.

6 Hmeerca gomen XX.ru koropsii venonbsyer cete X.X.X. X, /I ykazaHHOro JOMEHA OCTPOHTh 3allHCh HAYAIBHOH 30HBl SOA
B JloMeHe in-addr.arpa 1 3anuce NS, B MPEANON0OKEHNH, YTO NMOJTHOMOYHA MO BEACHHIO TOMEHA JIENernpoBaHkl ceppepy X.X.ru .

7 Hmeercs gomen nsk.ru. JIns yKasaHHOro JOMEHA IIOCTPOHTH 3aIIHCh HAYAILHOH 30HBI SOA W 3allHCh JeNerHpOBaHHs JOMEHA
lab.nsk.ru, B mpeAnonoKeHHH, YTO MOTHOMOYHA O BelieHH0 noMeHa lab.nsk.ru meneruposanst cepepy ns.lab.nsk.ru,
umeromemy aapec 172.12.0.1. IlpogeMoOHCTPHPOBATL KOPPEKTHO HACTPOSHHYIO 0OOPATHYIO 30HY IPOCMOTpa

2.3a0aHusa Ha mexHosa02uu 3awumesl cemesbix ycmpoﬁcme

KomneteHuua UHpMKaTOp AOCTUNKEHUA KOMNETEHLUHN

MK-3 CnocobeH npumeHaTb TexHonoruu 3aumtsl | IK-3.1 CnocobeH NpUMEeHATb TEXHOMOrUM 3aWUTbI
MHhopMauuu B chepe npodecCcuoHanbHo MHOOPMALMK B BHIMMCIIUTENbHBIX CeTAX




ACATENbHOCTHU

3HI1&HH}{ Ha TEXHOJIOTHH 3alIHThI CETCBLIX yCT]JOﬁCTB

BblﬁpﬂTb annapaTHoie H/H/IH nmporpaMMHBI€ CPEICTBA H OCYLUSCTBHTL AAMHHHCTPHPOBAHHE INPOIrPaMMHO-ANNAPATHBIX
CpeacTB CeTH COrTacHo 3aaHuil HUKe ¢ y‘[éTDM TEXHOJIOTHH 3alIHTLI mlqmpmauﬁn.

1 Heobxoaumo npeaioKuTh HACTPOIKH, 0DECIICUHBAIOLINE KOH-
(purypupoBanue uuTepdeiicoB MapLIPYTH3ATOPOB B YKA3aHHBIX
ceTsX, W [paBHIa MapuIpyTH3aui. B kadectee nporokona
MapLLlpyTHf!aL][flPl HCIIOJIb30BaTh llpO'l'O](O.ll }_lPlHaMH'—lCCK();l Mapl_]_l*
pytusanmu OSPF .

Ceru (pununanos:

— 10.x.1.0/24 — cetb neproro Qunuana
— 10.x.2.0/24 — ceTh BTOpOTO (hrnmana
— 10.x.3.0/24 — ceth TpeThero (ummana
JIHHKOBOYHBIE CETH!

— 10.x.10.0/30 — nepepit TuHK

— 10.x.10.4/30 — BTopoii mMUHK

— 10.x.10.8/30 — TpeTuii mHHK
[poaeMOHCTPHPOBATE KOPPEKTHOCTE HACTPOCK.

2 Heo6xonuMo npeiokHTh HACTPOHKH, 00ecedHBaloNHe KOH-
turypupopanue HuTepdelicor MapmpyTH3aTOPOR B YKa3aHHBIX
ceTsX, M IIPaBHIa MapLIpyTH3aluH. B kadecTBe npoTokona
MapIIpYTH3aLHH HCII0/B30BaTh NPOTOKON AHHAMHYECKOH Mapi-
pyruzauuu BGP nimn EBGP.:

Cern $pumnanos:

— 10.x.1.0/24 — cers nepsoro Qunuana
— 10.x.2.0/24 — ceTb BTOpPOTO (hHnnana
— 10.x.3.0/24 — ceTh TpeThero dummana
JIuHKOBOUHBIE CETH:

— 10.x.10.0/30 — nepblii TMHK

— 10.x.10.4/30 — Bropoii nmuuk

— 10.x.10.8/30 — TpeTnii munk

Jns AC npennaraercs cieayiolas KoHGUryparms:
— R1 — ASN 65531

— R2 - ASN 65532

— R3 — ASN 65533
TTpoAEMOHCTPHPOBATH KOPPEKTHOCTE HACTPOCK.

3 Jlns napamMerpoB CeTH, NPEICTABIEHHBIX B 3aJaHii 1 M 2, IPOM3BECTH HACTPOHKY MEKCETEBBIX IKPAHOB HA Y3/1aX CETH JUIs
o0ecre eH s IPO3PAYHOCTH B JIOKAIBHBIX CCIMECHTAX, COIVIACHO BLIOPAHHOIO BapHaHTa

4 Jlnst napameTpoBR CeTH, NMPEICTARIEHHBIX B 33aHii | nin 2, 00ecneynTh NPO3pavyHOCTh JOKAIBHBIX CETEBBIX CErMEHTOR JUIL
npoTtokooB http i https ¢ momoniso Proxy-cepeepa yepes MPOCTPAHCTRO CBA3YIOMISH BBIMHCIHTENBHOH CETH, COTIIACHO BbI-
OpanHHOTO BapHaHTa

5 Jlns napamerpoB CeTH, NPEICTABIEHHBIX B 3a7aHiH | WM 2, BBIOPATh M HACTPOHTH CPEACTBO OOHAPYKEHUA BTOPAKEHHI Ha NepH-
MEeTpe MEKCeTEBOTO B3aHMO/ICHCTBHSA, COTTACHO BRIOPaHHOrO BapHaHTa

6 Mg napaMeTpOB CETH, NPCACTABICHHBIX B 3aaHuu 1 Wi 2, Mexkay cermeHTamMu cet obecniednts VPN coeauneHHe.

7 CEbOpMyI[HpUBﬂTL H OﬁhﬂCHHT}; OCHOBHBIE TIOHATHS H TCPMHHBL, CBA3AHHBIC C BBRIIIOJTHEHHEM 3&‘]211-”4]‘& MNPEeACTABICHHBIX BBIIIE.

4. ®aiin u/unu bT3 c NOAHLIM KOMMNAEKMOM OUEHOYHbIX MaMmMepuanoe npunazaemcs.






